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 International Centre for Information Systems & Audit (iCISA)
Plot No. A-52, Sector-62, Noida-201309 (UP)
Course Schedule of National Training Programme on 
“Information Systems Audit” for CISA Certification Exam
(for Officers of UTIITSL)
(02nd to 6th June, 2025)
	Date
	Topics
	Time(in hrs)

	02-06-2025 (Monday) - Information Systems Auditing Process 


	 
	Inauguration
	10:00 – 10:15

	Session
1 
	Overview of CISA Exam- Syllabus, Suggested Resources & Preparation Strategy
IS Audit Process - Planning: IS Audit Standards, Guidelines, and Codes of Ethics (ISACA, INTOSAI, CAG guidelines) Types of Audits, Assessments, and Reviews (Financial, Compliance, Performance, ITGC, Application Control Reviews, Vulnerability Assessments, Pen Testing, etc.)
	10:15 –11:30

	
	Mr. Sanjiv Arora, Former President, ISACA
	

	
	Break
	11:30 –11:45

	Session
2
	Planning: Risk-Based Audit Planning (IT Risk Assessment, Materiality, Control Environment, Risk Register) Types of Controls and Considerations (Preventive, Detective, Corrective, Physical, Technical, and Administrative Controls)
	11:45 –13:00

	
	Mr. Sanjiv Arora, Former President, ISACA
	

	
	Lunch Break
	13:00 –14:00

	Session
3
	Execution: Audit Project Management (Defining scope, resources, timelines)
Audit Testing and Sampling Methodology (Statistical and non-statistical sampling, test of controls, substantive testing)
	14:00 –15:15

	
	Mr. Sanjiv Arora, Former President, ISACA
	

	
	Break
	15:15 –15:45

	Session
4

	Execution: Audit Evidence Collection Techniques (Observation, inquiry, document review, re-performance) Audit Data Analytics (CAATs, IDEA/ACL basics) Reporting and Communication Techniques Quality Assurance and Improvement of Audit Process (internal quality reviews, peer reviews)
	15:45 –17:00

	
	Mr. Sanjiv Arora, Former President, ISACA
	

	03-06-2025 (Tuesday) (Day 2) Governance & Management of IT

	Session
1 
	IT Governance: Laws, Regulations, and Industry Standards (IT Act, GDPR, ISO, COBIT) Organizational Structure, IT Governance, and IT Strategy (Steering Committees, Alignment with Business Goals) 
	11:00 –12:00

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
	

	
	Break
	12:00 –12:15

	Session
2 
	IT Governance: IT Policies, Standards, Procedures and Practices
Enterprise Architecture and Considerations Enterprise Risk Management
	12:15 –13:30

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
	

	                       Lunch Break
	13:00 –14:00

	Session
3 
	IT Governance: Privacy Program and Principles (Data minimization, Consent, User Rights) Data Governance and Classification (Sensitive, Confidential, Public, Retention Schedules)	
	14:30 –15:45

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
	

	
	                   Break
	15:45 – 16:15

	Session
4
	IT Management: IT Resource Management (People, Hardware, Software) IT Vendor Management  IT Performance Monitoring and Reporting Quality Assurance and Quality Management of IT
	16:15 – 17:30

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
	

	
	Break
	

	04-06-2025 (Wednesday) (Day 3) IS Acquisition, Development & Implementation

	Session
1 
	Acquisition and Development: Project Governance and Management
Business Case and Feasibility Analysis (ROI, TCO, Cost-Benefit, Risk Assessment)
	10:00 – 13:00

	
	Mr. Vinit Sinha, Former President, ISACA
	

	
	Break
	11:15 – 11:45

	Session
2
	Acquisition and Development: System Development Methodologies (Waterfall, Agile, RAD, V-Model) Control Identification and Design (Input, Processing, Output, Interface controls)
	11:45 – 13:00

	
	Mr. Vinit Sinha, Former President, ISACA
	

	
	
	

	                       Lunch Break
	13:00 –14:00

	Session
3

	Implementation: System Readiness and Implementation Testing Implementation Configuration and Release Management
	

	
	Mr. Vinit Sinha, Former President, ISACA
	

	
	
	14:00 –15:15

	
	Break
	15:15 –15:45

	Session
4

	Implementation: System Migration, Infrastructure Deployment, and Data Conversion Post-implementation Review
	15:45 –17:00

	
	Mr. Vinit Sinha, Former President, ISACA
	

	05-06-2025 (Thursday) (Day 4) IS Operations & Business Resilience

	Session
1 
	IS Operations: IT Components (Servers, Networks, Storage)
IT Asset Management Job Scheduling and Production Process Automation System Interfaces
	10:00 –11:15

	
	Mr. Vinit Sinha, Former President, ISACA
	

	 
	Break
	11:15 –11:45

	Session
2 
	IS Operations: Shadow IT and End-User Computing Systems Availability and Capacity Management Problem and Incident Management
	
11:45 –13:00

	
	Mr. Vinit Sinha, Former President, ISACA
	

	 
	Lunch Break
	13:00 –14:00

	Session
3 
	IS Operations: IT Change, Configuration, and Patch Management Operational Log Management IT Service Level Management Database Management
	14:00 –15:15

	
	Mr. Vinit Sinha, Former President, ISACA
	

	
	Tea Break
	15:15 –15:45

	Session
4 
	Business Resilience: Business Impact Analysis (BIA) System and Operational Resilience Data Backup, Storage, and Restoration Business Continuity Plan Disaster Recovery Plans
	15:45 –17:00

	
	Mr. Vinit Sinha, Former President, ISACA
	

	06-06-2025 (Friday) (Day 5) Protection of Information Assets

	Session
1 
	Info Asset Security: Information Asset Security Frameworks, Standards, and Guidelines Physical and Environmental Controls Identity and Access Management (IAM)
	09:00 –10:30

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
	

	Break
	10:30 –11:00

	Session
2 
	Info Asset Security: Network and End-Point Security Data Loss Prevention
Data Encryption Public Key Infrastructure (PKI)
	11:00 –12:45

	
	Mr K Y Iyer, Accredited CISA Trainer, ISACA
	

	
	Lunch Break
	12:45 – 13:45

	Session
3
	Info Asset Security: Cloud and Virtualized Environments Mobile, Wireless, and IoT Devices Case Studies on Data Breaches
	13:45 – 15:00

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
	

	
	Break
	[bookmark: _GoBack]15:00 – 15:30

	Session
4 
	
Security Event Management: Security Awareness Training and Programs Information System Attack Methods and Techniques Security Testing and Monitoring Tools Security Incident Response and Forensics

	15:30 – 17:00

	
	Mr. K Y Iyer, Accredited CISA Trainer, ISACA
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