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Quiz
Try this Out

1. Why would a hacker use a proxy

server?

A.  To create a stronger connection with

the target.

B.  To create a ghost server on the

network.

C.  To obtain a remote access connection.

D.  To hide malicious activity on the

network.

2. Which of the following is not a

factor in securing the

environment against an attack on

security?

A.  The education of the attacker

B.  The system configuration

C.  The network architecture

D.  The business strategy of the company

E.  The level of access provided to

employees

3. To hide information inside a

picture, what technology is used?

A.  Rootkits

B.  Bitmapping

C.  Steganography

D.  Image Rendering

4. Which phase of hacking performs

actual attack on a network or

system?

A.  Reconnaissance

B.  Maintaining Access

C.  Scanning

D.  Gaining Access

5. Attempting to gain access to a

network using an employee's

credentials is called the

_____________ mode of ethical

hacking.

A.  Local networking

B.  Social engineering

C.  Physical entry

D.  Remote networking

6. Which of the following is not a

typical characteristic of an ethical

hacker?

A.  Excellent knowledge of Windows.

B.  Understands the process of exploiting

network vulnerabilities.

C.  Patience, persistence and

perseverance.

D.  Has the highest level of security for the

organization.

7. What is the purpose of a Denial of

Service attack?

A.  Exploit a weakness in the TCP/IP stack

B.  To execute a Trojan on a system

C.  To overload a system so it is no longer

operational

D.  To shutdown services by turning them

off

8. The first phase of hacking an IT

system is compromise of which

foundation of security?

A.  Availability

B.  Confidentiality

C.  Integrity

D.  Authentication

13.  VIRUS stands for

A.  Very Intelligent Result Until Source

B.  Very Interchanged Resource Under 

Search

C.  Vital Information Resource Under Seize

D.  Viral Important Record User Searched

14.  The first computer virus is --------

A.  I Love You

B.  Blaster

C.  Sasser

D.  Creeper

15.  A __________ is anything that can 

cause harm.

A)      Vulnerability

B)      Phish

C)      Threat

D)      Spoof

9.  A ------- is a computer program 

that can invade computer and 

perform a variety of functions 

ranging from annoying (e.g. 

popping up messages as a joke) 

to dangerous (e.g. deleting files 

or destroying your hard disk).

A.  Ms Word

B.  Ms Access

C.  Antivirus

D.  Computer Virus

10.  When a logic bomb is activated 

by a time related event, it is 

known as -------

A.  virus

B.  Trojan horse

C.  time related bomb sequence

D. time bomb

11.  The altering of data so that it is 

not usable unless the changes are 

undone is

A.  ergonomics

B.  compression

C.  biometrics

D.  encryption

12.  To protect yourself from 

computer hacker, you should turn 

on a _______.

A.  Script

B.  Firewall

C.  VLC

D.  Antivirus

Learn a term

Block Cipher

A block cipher is a symmetric cryptographic 

algorithm that operates on a fixed-size block 

of data using a shared, secret key. Plaintext 

is used during the encryption, and the 

resulting encrypted text is called a 

ciphertext. The same key is used for both the 

encryption of the plaintext and the 

decryption of the ciphertext

**Answers will be provided in the next issue.

However we request you to send your answers to

aaoita2@cag.gov.in 
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directing the users on one's network to a specific

web page before they are allowed to access the

internet. The web page requires a username and

password for authentication.

Most commonly PfSense is deployed as a

perimeter firewall, with an Internet connection

plugged into the WAN side, and the internal

network on the LAN side.

PfSense has a customized operating system

specifically designed for use as a firewall and/or

as a router. PfSense is a customized FreeBSD

distribution. Specifications of required hardware

depends on the required features to be used and

required throughput.

A firewall requires a minimum of two NICs to

function properly, one for internal traffic (LAN)

and one for external traffic (WAN). Separate

Network Interface Card (NIC) is required for every

interface of the firewall(computer).  This

establishes a physical segregation of network

traffic.

PfSense can be downloaded from

https://www.PfSense.org/download/

Opnsense

Opnsense is a free firewall and routing platform.

It contains most of the features available in high

end commercial firewalls.  It has a sleek graphical

interface.  The Opnsense project is a fork of

PfSense.

Opnsense can be downloaded from

https://Opnsense.org/download/

Achieving security by deploying

Thin Clients

What are Thin Clients?

Thin clients are very small low cost computers

and often no data is stored locally in these

computers.  Thin clients do not have any hard

disk and are connected to the server.  All

computation is done on the server and role of the

thin client is only to provide a remote access

(remote desktop) to the server.

Thin clients provide better alternative to

traditional computers.  Apart from cost reduction

and better manageability, thin clients provide

better security features.

Though Thin clients do not directly contribute to

security, however, implementation of the same in

an organization gives more control to the

administrator thus contributing to enhanced

security.  Thin clients can be managed and

monitored from a single central point.

Software control in thin clients

One of the ways to prevent entry of malicious

software is that the IT administrators should not

permit users to install unauthorized software,

especially software of unknown origin.

Applications downloaded from Web sites often

contain Trojans and other malicious code that can

cause havoc in the systems and leak data.  IT

Administrators have much greater control over

application installations and configuration

management in a thin-client architecture.

The Benefits of Thin Client Security Include:

Thin Client Thin Client Thin Client

Server

Image  : How thin clients works

Thin clients are protected from the use of

unauthorized software or the introduction of

viruses.  Data cannot be copied to a disk or saved

to any other location than the server.

Centralized processing makes it easy to manage

and monitor the system, simplifies security,

protect intellectual property, and ensure data

privacy.

Organizations can switch to thin client for

achieving more security as well as reduction in

capital cost. Thin client devices and solutions are

helping global companies substantially reduce IT 

security and support costs without compromising 

on reliability and scalability. The protocols that 

Thin Clients use to communicate with the server 

are standard Ethernet, and so don't interfere at all 

with regular network traffic. In fact, there are 

Brute Force Attack

A brute force attack is a trial-and-error method 

used to obtain information such as a user 

password or personal identification number 

(PIN). In a brute force attack, automated 

software is used to generate a large number of 

consecutive guesses as to the value of the 

desired data. Brute force attacks may be used 

by criminals to crack encrypted data, or by 

security analysts to test an organization's 

network security.

A brute force attack is also known as brute 

force cracking or simply brute force.

Hardening

Hardening refers to providing various means of 

protection in a computer system. Protection is 

provided in various layers and is often referred 

to as defense in depth. Protecting in layers 

means to protect at the host level, the 

application level, the operating system level, 

the user level, the physical level and all the 

sublevels in between. Each level requires a 

unique method of security.

A hardened computer system is a more secure 

computer system.

Hardening is also known as system hardening.

Parasite Hosting

Parasite hosting is a search engine 

optimization (SEO) technique that involves 

posting a free blog, wiki or forum on a highly 

respected domain with a high page rank. These 

free posts are used to create backlinks to a 

given site, which may boost that site's search 

engine page rank, thanks to the host's high 

rank.

Parasite hosting may also refer to hosting a 

Web page on someone else's server without 

the latter's permission and then reaping the 

benefits of the latter's high search engine rank. 

This trick is often conducted on sites with a 

“.edu” top-level domain, which search engines 

such as Google rate as having high authority.

Parasite hosting may also be known as 

parasitic hosting.

Learn a Term
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many organizations which are replacing PCs with 

Thin Clients leading to decrease in overall 

network traffic. At the main server end we install 

the firewall to reduce the cost of IT support & 

security.





Web Application Security –
Issues and Challenges
Compiled by:  Sangita Choure,

Pr. Accountant General (Audit-I), Maharashtra, Mumbai

Ravikiran Ubale, Dy. Accountant General

Raghoothaman EPV, Sr. Audit Officer

Introduction

Majority of Government departments are now

using web-based applications for improving

government efficiency and transparency in

delivery of various citizen services like tax,

treasury, procurement, vehicle registration,

licenses, railway booking and Aadhaar etc. The

Union and many State Governments are also

giving thrust to implement various welfare

schemes through Direct Benefit Transfer (DBT),

program to transfer benefits/subsidies directly to

the people through their bank accounts such as

scholarships, gas subsidies, wages, housing

subsidies and subsidies to farmers.

Although the Web applications, through which

the services are delivered, increases the efficiency

of the Government, they interact with database

systems storing sensitive and critical information,

thereby bringing a set of vulnerabilities, risks and

Security threats posing challenges to the smooth

operation of an organization.

In the recent times, we have witnessed security

breaches of web applications like the scholarship

disbursal scam in one district of Maharashtra and

misuse of Aadhaar data for unauthorised

diversion welfare funds (mainly LPG subsidies) by

telecom companies.  These incidents demonstrate

the vulnerabilities in the systems relating to DBT.

This highlights the need for serious thinking on

web security so as to avoid and prevent damage

to the information assets.

A web application is any programe that runs in

web browser, typically created in a browser –

supported programming language and relies on

web browser to render the application. Typically,

attackers attacks or exploits vulnerabilities in the

application. A software “vulnerability” is an

unintended flaw or weakness in the software that

leads it to process critical data in an insecure way.

By exploiting these “holes” in applications,

cybercriminals can gain entry into an

organization's systems and cause damage to the

information assets like confidential data.

Attackers can potentially use many different paths

through the application to inflict damage to any

business or organization. Each of these paths

represents a risk that warrants our attention.

Web Security Standards

As far as international web security standards are

concerned, the Open Web Application Security

Project (OWASP) is an open-source application

security community whose goal is to spread

awareness surrounding the security of

applications. This organisation publishes a list of

what it considers the current top 10 web

application security risks worldwide, known as

OWASP Top 10 (See Table I), every three/four

years prioritizing the top 10 according to their

prevalence and their relative exploitability,

detectability, and impact. Because the risks to

applications are always evolving, the OWASP Top

10 list is revised each time to reflect these

changes, along with the techniques and best

practices for avoiding and remediating the

FEATURES

vulnerabilities.  These top 10 vulnerabilities can 

be used as a point of reference in any security 

audit relating to web application.

In the Indian scenario, in the year 2011, 

Standardisation Testing and Quality Certification 

(STQC), Directorate, Ministry of Communication 

Risk How it Works Impact

Injection can result in data loss, corruption, or disclosure to 
unauthorized parties, loss of accountability, or denial of access. 
Injection can sometimes lead to complete host takeover.

Attackers have to gain access to only a few accounts, or just one 
admin account to compromise the system which may result in 
money laundering, social security fraud, and identity theft, or 
disclosure of legally protected highly sensitive information.

Failure frequently compromises all data that should have been 
protected. Typically, this information includes sensitive personal 
information data such as health records, credentials, personal 
data, and credit cards, which often require protection as defined 
by laws or regulations or local privacy laws.

These flaws can be used to extract data, execute a remote 
request from the server, scan internal systems, perform a denial-
of-service attack, as well as execute other attacks.

The technical impact is attackers acting as users or 
administrators, or users using privileged functions, or creating, 
accessing, updating or deleting every record.

Such flaws frequently give attackers unauthorized access to 
some system data or functionality. Occasionally, such flaws 
result in a complete system compromise.

The impact of XSS is remote code execution on the victim's 
browser, such as stealing credentials, sessions, or delivering 
malware to the victim.

The impact of deserialization flaws cannot be understated. These 
flaws can lead to remote code execution attacks, one of the 
most serious attacks possible.

While some known vulnerabilities lead to only minor impacts, 
some of the largest breaches to date have relied on exploiting 
known vulnerabilities in components.

Most successful attacks start with vulnerability probing. Allowing 
such probes to continue can raise the likelihood of successful 
exploit to nearly 100%. To prevent such attack, establish 
effective monitoring and alerting such that suspicious activities 
are detected and responded to in a timely fashion.

Injection flaws, such as SQL injection, refers to an injection attack wherein an 
attacker can execute malicious SQL statements that control a web 
application's database server

Application functions related to authentication and session 
management are often implemented incorrectly, allowing attackers to 
compromise passwords, keys, or session tokens, or to exploit other 
implementation flaws to assume other users' identities temporarily or 
permanently.

Sensitive data may be compromised without extra protection, such as 
encryption at rest or in transit, and requires special precautions when 
exchanged with the browser.

Many older or poorly configured XML processors evaluate external entity 
references within XML documents. External entities can be used to disclose 
internal files using the file URI handler, internal file shares, internal port 
scanning, remote code execution, and denial of service attacks.

Access control is meant to control what “authorized” users are allowed and 
not allowed to do within an application. A flawed access control may be 
caused by unenforced user restrictions and this allows attackers to exploit 
and access unauthorized functionality or data.

Security Mis-configuration arises when Security settings are defined, 
implemented, and maintained as defaults. Good security requires a secure 
configuration defined and deployed for the application, web server, 
database server, and platform. It is equally important to have the software 
up to date.

XSS flaws occur whenever an application includes un-trusted data in a new 
web page without proper validation or escaping, or updates an existing web 
page with user-supplied data using a browser API that can create HTML or 
JavaScript. XSS allows attackers to execute scripts in the victim's browser 
which can hijack user sessions, deface web sites, or redirect the user to 
malicious sites.

Insecure Deserialization is a vulnerability which occurs when untrusted data 
is used to abuse the logic of an application, inflict a denial of service (DoS) 
attack, or even execute arbitrary code upon it being deserialized.

Applications and APIs using components with known vulnerabilities may 
undermine application defences and enable various attacks and impacts. 
There are automated tools to help attackers find unpatched or 
misconfigured systems.

Insufficient logging and monitoring vulnerability occurs when the security-
critical events aren't logged properly, and the system is not monitoring the 
current happenings

1. Injection of 

queries

2 Broken 

Authentication

3 Sensitive Data 

Exposure

4. XML External 

Entities (XXE)

5 Broken Access 

Control

6 Security 

Misconfiguration

7 Cross-Site 

Scripting (XSS)

8 Insecure 

Deserialization

9 Using Compo-

nents with Known  

Vulnerabilities

10  Insufficient 

Logging & 

Monitoring 

Table I: OWASP Top 10 2017

and Information Technology, GOI also issued 

Guidelines for compliance to Quality 

requirements covering Security and Transparency. 

These guidelines and standards help determine 

the focus areas in a Web Application Security 

Audit. 
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Web security in the Government of

Maharashtra

The recent CAG audit of e-Procurement system

implemented by the Maharashtra Government

(published in 2017) and Property Tax system

implemented in the Municipal Corporation of

Greater Mumbai indicated that periodic cyber

security audit was not conducted on these web

applications as required.

Government of Maharashtra (GoM) has

formulated a comprehensive e-Governance policy

in 2011 to ensure standardized and seamless

implementation of e-Governance projects across

the State, thereby encouraging interoperability,

data collaboration, sharing and linkage with UID.

It also covers various aspects of web application

security. Various citizen services have been made

available online through the State Portal in-line

with the National Portal of Government of India

and through other channels like Common Service

Centres, Setu, CFC, Mobile platforms etc.

GoM policy also states that all websites and Web-

based applications are required to comply with

Website design guidelines issued from time to

time by Government of India and should have

proper security certifications. Periodic cyber

security audit of all State government websites is

also mandatory, and no website or portal or

application shall be hosted at the State Data

Centre without security audit and compliance.

Web Security Audit strategy

n Identify the risk and categorise the risk as

High, Medium, low.

n Verify controls associated with four

important risks

a. Input validation – controls such as

initial values, error/exception handling,

logging, fail safe vs fail open and

resource exhaustion controls

b. Authorization – controls such as

tokens & Two-Factor Authentication

(2FA), authorize transaction, not user,

use of Certificates for non-repudiation,

Adaptive Authorization, site keys and

out of band (SMS/voice)

c. Data Protection – controls such as

valid SSL certs, encrypted connection

strings, encrypted cookies and

encrypted database

d. Session Management – controls such

as session time limits, Geo location, IP,

known PC and hard to guess session

variables/IDs

Performing the tests – what, who andn

where

a. What: what do you have? What data is

in the system? And what is the value of

the data?

b. Who: trusted third party developer or

ASP, unknown third party developer or

ASP, trained and seasoned

development team, eager and

inexperienced development team and

business unit management purchase.

c. Where: Local Internet Web application,

public website hosted internally,

customer portal hosted internally,

remotely hosted web application and

connectivity, firewall, transport, etc.

n OWASP – Testing Guide: WebGoat is a

deliberately insecure web application

maintained by OWASP designed to teach

web application security. Once deployed,

the user can go through the lessons and

track their progress with the scorecard.

There are currently over 30 lessons.

OWASP Testing Guide essentially provides for

framework for Security Audit of web application

giving in detail various security testing and Audit

checklist associated with it, such as Configuration

and Deployment Management Testing, Identity

Management Testing, Authentication Testing,

Authorization Testing, Session Management

Testing, Input Validation Testing, Business Logic

Testing and Client Side Testing etc. This will help

the auditor in assessing the web application

security risks and conducting security audit of

such systems.

Way Forward

It is needless to say that all web-based 

applications of the Government Departments and 

Local Authorities need to comply with e-

Governance policy of the Centre and State 

Governments. IT auditors will have to use 

international standards and guidelines like 

OWASP in addition to the national policies in the 

web security audits to ensure a secure web and 

cyber space.

REFERENCES:

i)  Information Technology Audit of e-Tendering 

System in Government departments - Principal 

Accountant General (Audit)-I, Maharashtra – AR 

on General and Social Sector for the year ended 

March 2016 (Para – (i) Open Web Application 

Security Project (OWASP),  (ii) Broken Access 

Control)

ii) STQC Guidelines for compliance to Quality 

requirements of e-Procurement Systems (Para - 

Open Web Application Security Project (OWASP).

iii) https://www.owasp.org/index.php/Top_10-

2017_Top_10 (Para - OWASP Top 10 2017 

Application Security Risks 1 to 10 )

iv) e-Governance policy of Government of 

Maharashtra (Para - e-Governance policy in the 

Government of Maharashtra)

v) ISACA – IT Audit strategies for web applications 

(Para – What Auditors should do)
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eSight 3

L'Oreal's

In a world of Internet-connected coffee 

makers and juicers and 

whatnot, gadget aiming to 

solve problems of a higher 

order seems to be an 

interesting find. The eSight is 

an over-eye visor that helps 

legally blind people navigate 

via a combined high-

definition camera and video 

display. Showing a live feed 

on a pair of OLED displays 

placed in front of the wearer's eyes, the 

lightweight, hands-free device does 

everything from read to provide 

directions. With virtually no input lag 

from the front-facing camera to the 

screens, eSight is a true augmented 

reality headset.

L'Oréal's UV Sense is a tiny 

sensor capable of detecting 

ultraviolet exposure that's 

small enough to wear 

comfortably on your 

fingernail. The sensor itself is 

battery-free and includes an 

NFC (Near-Field 

Communication) antenna, a 

temperature sensor, and a UV sensor.

Image V

Image source: 

abledata.acl.gov

Image VI

Image source: 

http://c.mi.com
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Update Corner

Updates on
Malware/Virus/Worms
This section provides information on latest

Malaware/Virus/Worms

1.  Zeus/Zbot Trojan

Zeus, ZeuS,or Zbot is Trojanhorse malware

package which runs on versions of Microsoft

Windows. While it can be used to carry out many

malicious and criminal tasks, it is often used to

steal banking information by man-in-the-browser

keystroke logging and form grabbing. The virus

was distributed in an e-mail, and when targeted

individuals at businesses and municipalities

opened the e-mail, the trojan software installed

itself on the victimized computer, secretly

capturing passwords, account numbers, and other

data used to log into online banking accounts.

The hackers then used this information to take

over the victims' bank accounts and make

unauthorized transfers of thousands of dollars at

a time.

2. ATM Jackpot

ATM Jackpot is a new kind of malware, which

forces ATMs to spit out huge wads of cash. This

malware appears to have originated from Hong

Kong and may still be under development,

according to California-based software company

Netskope. ATM jackpotting by cyber criminals has

been taking place for many years now,

predominantly in Europe and Asia, and have

recently surfaced in the USA too. This software is

similar to other ATM malware, such as 'ATM

Ripper,' unearthed in 2014, which also forces

devices to dispense large amounts of cash.

However, unlike similar software, ATM Jackpot

has a smaller system footprint and a 'very simple'

graphical user interface. To install the malware,

thieves often require physical access to the ATM

machines. Hackers only need access to the ATM's

motherboard, which is protected by a door and

key that's easily opened. From there, they could

insert a USB flash drive that contains the malware

and the ATM will start freely spitting out some

cash. However, it is yet to be known, how

ATMJackpot is deployed - to whether the cyber

attackers install it physically or remotely.

3. Shortcut virus

Shortcut virus is a virus which finds its way in to

the flashdrive, PC, Hard Disk, Memory cards or

mobile phone and changes the files into shortcuts

with the original folder icons. The risk is that, on

clicking on the shortcut icon, there is every

chance of the data getting lost and the computer

being infected. Shortcut files — or those ending

in the “.lnk” extension — are Windows files that

link (hence the “lnk” extension) easy-to-recognize

icons to specific executable programs, and are

typically placed on the user's Desktop or Start

Menu. The virus is activated with a click by the

user, on the shortcut icon. It has been noticed

that these malicious shortcut files are capable of

executing automatically if they are written to a

USB drive that is later accessed by Windows

Explorer.

FEATURES

Here's how to remove the infection from the 

external device:

1. Plug in the infected external device.

2. Open File Explorer (Windows key + E 

keyboard shortcut) and look under the 

Devices and drives section to find the 

external device, then make a mental note 

of the drive letter (e.g. E:).

3. Launch an elevated Command Prompt by 

opening the Power User Menu (Windows 

key + X keyboard shortcut) and selecting 

Command Prompt (Admin).

4. Orient the Command Prompt to the 

external device by typing the drive letter 

you noted in step 2, then hitting Enter:E:

5. Delete all shortcuts on the device with this 

command:

del *.lnk

6. Restore all files and folders on the device 

with this command:

attrib -s -r -h /s /d *.*

7. It is now done!

The attrib command is a native Windows function 

that alters the attributes of a particular file or 

folder. The other parts of the command designate 

which files and folders to alter and how they 

should be altered:

n -s removes the “system file” status from all 

matching files and folders.

n -r removes the “read-only” status from all 

matching files and folder.

n -h removes the “hidden” status from all 

matching files and folders.

n /s makes the command recursively apply 

to all files and folders in the current 

directory and all subdirectories, basically 

the entire device in this case.

n /d makes the command apply to folders as 

well (normally attrib only handles on files).

n *.* means all file names and folder names 

should be considered a match.

Source Links:- 

i)   http://www.dailymail.co.uk/sciencetech/ 

article-5596665/Security-researchers-

new-form-malware-lets-hackers-hijack-

ATMs-spit-money.html

ii)  https://www.makeuseof.com/tag/ 

remove-shortcut-virus/

Once the above is done, consider copying all of 

the files off of the external device, completely 

formatting the external device to wipe it clean, 

then moving the files back onto the external 

device.
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Update Corner

Hardware

1. Bluetooth5- Laptops and 2-in-1s will be

equipped with the latest Bluetooth 5 wireless

specification, which is a longer and faster

upgrade to the ageing Bluetooth 4.2.

Bluetooth 5 will allow PCs to communicate

wirelessly with devices up to 400 meters away

in clear line of sight, but a more reasonable

range is about 120 meters, according to

analysts.  Bluetooth 5 will transfer data at

speeds of up to 2Mbps, which is two times

faster than its predecessor.

2. USB Type C- PC makers may not muster up

the courage to remove the headphone jack

and SD card slots from PCs right away, but

USB 2.0 slots could be on their way out. Some

PC makers may leave out display and other

legacy ports with the emergence of the

versatile USB Type-C, which can be used to

charge PCs and connect displays, storage

devices and other peripherals.

FEATURES

A Mission Mode Project (MMP) is an individual project within the National e-Governance Plan

(NeGP) that focuses on one aspect of electronic governance, such as banking, land records or

commercial taxes etc.

Within NeGP, “Mission Mode” implies that projects have clearly defined objectives, scopes, and

implementation timelines and milestones, as well as measurable outcomes and service levels.

The NeGP comprises 44 Mission Mode Projects (MMPs), which are further classified as Central, State

and Integrated Projects.The theme of the next issue of PursuIT will be on E- Governance. Articles

may be sent to aaoita2@cag.gov.in by August 2018The 44 Mission Mode Projects are categorized

and divided – 13 Central MMPs, 17 State MMPs and 14 Integrated MMPs. MMPs are owned and

spearheaded by various Line Ministries. State Governments are responsible for implementing State

MMPs, under the overall guidance of respective Line Ministries in cases where Central Assistance is

also required. The Department of Electronics and Information Technology (DeitY) acts as the

facilitator and catalyst for the implementation of NeGP and provides technical assistance to various

Ministries/Departments and State Governments.

Latest updates on e Governance projects implemented by Government of India

The theme of the next issue of PursuIT will be on E- Governance. Articles may be sent to

aaoita2@cag.gov.in by August 2018

FEATURES

SWAYAM is a programme initiated by 

Government of India and designed to achieve the 

three cardinal principles of Education Policy viz., 

access, equity and quality. The objective of this 

effort is to take the best teaching learning 

resources to all, including the most 

disadvantaged. SWAYAM seeks to bridge the 

digital divide for students who have hitherto 

remained untouched by the digital revolution and 

have not been able to join the mainstream of the 

knowledge economy.

This is done through an indigenous developed IT 

platform that facilitates hosting of all the courses, 

taught in classrooms from 9th class till post-

graduation to be accessed by anyone, anywhere 

at any time. All the courses are interactive, 

prepared by the best teachers in the country and 

are available, free of cost to the residents in India. 

More than 1,000 specially chosen faculty and 

teachers from across the Country have 

participated in preparing these courses.

The courses hosted on SWAYAM are in 4 

quadrants – (1) video lecture, (2) specially 

prepared reading material that can be 

downloaded/printed (3) self-assessment tests 

through tests and quizzes and (4) an online 

discussion forum for clearing the doubts. Steps 

have been taken to enrich the learning experience 

by using audio-video and multi-media and state 

of the art pedagogy / technology. 

Take a look at the courses in www.swayam.gov.in, 

www.nptel.ac.in. An indicative list of free or 

nominally charged courses on IT, useful to 

auditors are given in the table below:

Skill Shop

Update your skills, the e-way!!

Introduction to Computers and IT Concepts

https://www.udemy.com/fundamental-

computer-information-technology-video-

lectures/

Introduction to computer Hardware/Software 

and their troubleshooting

https://www.udemy.com/computer-cavalry-intro-

pc-maintenance-rocket-science-1/

M S Office

https://www.udemy.com/fundamental_computin

g_skills/ 

Database concepts, System concepts

http://nptel.ac.in/courses/106104135/

Oracle with SQL Queries

https://www.udemy.com/introduction-to-

databases-and-sql-querying/

CAAT-SQL

https://www.udemy.com/introduction-to-

databases-and-sql-querying/

Linux

https://www.udemy.com/introduction-to-linux-

centos-7/

Window Server

https://www.udemy.com/windows-server-2012-

for-beginners/

Networking Concepts & Internet

http://nptel.ac.in/courses/106105081/ 

http://nptel.ac.in/courses/106105080/ 

http://nptel.ac.in/courses/106106091/

IT Security issues- Network Security & 

Assessment 

https://www.udemy.com/network-security-

essentials-novodyne/

IT Security & Cyber Law

https://www.udemy.com/cyber-security-law/

Information System Security Management

https://swayam.gov.in/courses/1303-

introduction-to-information-security-i 

Cloud Computing

https://swayam.gov.in/courses/4413-cloud-

computing

Crypto Currencies/Bitcoins

https://www.gcflearnfree.org/computerbasics

Mobile Computing

http://nptel.ac.in/courses/106106147
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Title of the Course/Link to the website
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