Chapter-11: Performance Audit

Information Technology Department
24 Information Technology Audit on e-Procurement Project

THE STAIEE GOVERNMENTINIRCDUCED (JUNE 201 1) HECIRONIC PROUUREMENT(E-PROOUREMEN])
PROBCT AMED AT INCREASING THE BFHAENCY AND TRANSPARENCY IN PROCUREMENT OF GQOODS,
WORKS AND SERMI(ES. THE PERORVIANCE ALDITCOF THE CONCEPTON AND IMPIEMENIATON OF
THE PROJBCTWAS DONE DLRNGMARH2017 TOJUNE2017 TOASSESS I'S EHBECTVENESS. SOME
OF HE SIGNHCANTAUDITHNDINGS ARE SUMMARSED AS UNDER

Highlights:

*  E-Procurement was a part of Mission Mode project of Gol on e-Governance.
Only one module (e-tendering) out of seven modules of e-Procurement had been
considered for implementation in 26 out of 90 organisations in the State. Even
in the e-tendering module the critical activities such as online opening of bids,
negotiations and award of contract is being done manually.

(Paragraphs 2.4.1, 2.4.7.1 and 2.4.7.2)

*  Business rules have not been mapped in the application software leading to
irregular opening of the tenders before the stipulated period.

(Paragraph 2.4.6.1)

*  Use of same digital signature certificate by multiple users and participation in
the tendering process defeated the very purpose of secured online bidding.

(Paragraph 2.4.6.2)

*  Time cycle in processing of tenders through e-Procurement system could not be
reduced due to non-revision of tendering rules, and time taken in processing of
tenders during 2011-17 ranged between 122 and 554 days.

(Paragraph 2.4.6.4)

*  Act/ rules, service level agreement and rollout plan for effective implementation
of e-Procurement system have not been prepared/ executed.

(Paragraphs 2.4.7.3 and 2.4.8.1)

*  Performance of multiple jobs by single user due to non-segregation of duties
rendered the system susceptible to high risk and will make it impossible to
enforce accountability.

(Paragraph 2.4.8.3)

*  There was a shortfall of 98 per cent in providing training to the prospective
bidders for effective use of e-Procurement system and monitoring was also
inadequate as the requisite meetings of the Core Committee were not held.

(Paragraphs 2.4.9.7 and 2.4.9.8)
24.1 Introduction
E-PROOUREMENTTS A COIABORATVE PROOUREMENTOF GOODS, SERVICES AS WHILAS SHECTON OF
BIDDER FOR AWARD OF WORKS BY URING INIEERNET AND RHATED TBEHNOOGJES FOR BRNANG
BHAENCY AND TRANSPARENCY. IT PROMDES BUAL ATESS O AL HIGBIEE AND QUATHED
BIDDERS WTHOUTDISCRMINATON 1O PROMOE INIERHTY, FARNESS ACCOUNIABIILTY AND PUBIC
(ONHDENCE IN HE PROOREMENT PROCESS. E-PROCUREMENT PROCESS ASO RESUS  IN
(OMPETTVENESS AND SAVING OF (CSTAND TME BY SHORIENING OF PROOREMENTGYAE. THE
E-PROOUREMENTHAS SEVEN MODUES AS SHOWN BHOW:
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Modules of e-Procurement

~N ‘ 7

— ——

THE GOVERWIENTCF INDIA (GOT) UNDERMISSION M CDE PRYECTCOF N ATONALE G OVERANCE
PIAN (NEGP) IDENTHED (JUNE2009) TE STAE OF HIMACHAL PRADESH AS PIIOTSTKE KR
IMPIEMENIKION OF E-PROCLRMENT THE GOVERNMENT OF HIMACHAL PRADESH (GOHP),

REQUESTD N ATONAL INCRVIATCS CENE (NIC), HIMACHAL PRADESH 1O SUBMIT A PROECT
PROPCSALCRIMPIEMENIKION OF TE E-PROCURMENTSYSEM (FNIC CAIED ‘GOVERNVIENT
E PROCLUREMENT'S YSEM OF N ATONALINFORVIATCS CENIE (GEPNIC)’. AFFRAGCEPTANCE OF
TE PROPCRAL, TE GEPNIC WAS IMPIEMENED (JUNE 2011) IN TRE' DEPARMENS CF TE
GOHP ONPIOTBASIS. THE TRESHOD IMITROR E-PROCUREMENT WAS INTTAILY HXED (APRL
2011) AT" 40 LAKH FORPUBIIC WORKS DEPARMENT (PWD) AND INDUSRES DEPARMENT
(ID), AND " 25 IAKH FOR IRRGATON AND PUBIIC HEATH DEPARIMENT (IPH) WHCH WAS
SUBSBQUENTY REDUCED (JANUARY 2012) T 10 IAKHFORPWD ANDIPH AND™ 20.00 LAKH
FORID. THE E-PROCUREMENTSYSIEM WAS EXIENDED 1 26% OUTCF 90 CRGANISATONS TP D
FEBRUARY 2017. ATFOUGH TRESHOD IMIT WAS ONIY HXED KR THRE PIIOT SHECED
DEPARIVIENS YETOFFR CRGANIZATONS IMPIEMENING E-PROCURMENTWERE AISO FOLOWING
TE TRESHODIMITCR S 10 IAKH HOWEVER ONLY ONE MODUEE LE., B TENDERING GONSISING
OF SIX¥ SUB-MODUES, AS DEINIED IN PARXRAPH 2.4.7.2 WAS IMPIEMENED (MARTH 2017),

PARIALY, IN 26 CRGANZAIONS CF GOHP. EVEN IN TE BTENDERNG MCDUE CGRUJAL
ACTVITES SUCH AS NBGOTATON AND AWARD CF THE CONRACTWERE BEING DONE MANUALLY.

AS PER DAIA SUPPIIED BY THE NIC, 26 ORGANSATIONS HAD PUBIISHED 18,678 TENDERS
VAUNG * 11,052.80 GORE DUIRNG 2011-17; OUT OF WHI(H 13,315 TENDERS VALING
* 8,546.92 (FORE WERE CPENED: THE ORGANISATONS HAVE NOTMAINIAINED DETAILS OF TENDERS
HOAIED DURNG2011-17, HOWEVER AS PERTHE STAEE FINANCE ACCOUNE (STAIEMENINQ 4)
TOIALEXPENDTURE OF© 20,44 1.38 (RORE WAS INCURED ON PROOUREMENTOF GOODS, SERVICES
AND WORKS IN GOVERNMIENT DEPARMENS DURING 2011-16. AGANSTHS, 7,957 TENDERS

! PUBIIC WORKS DEPARMENT(PWD), IRIGATON AND PUBIIC HEATH DEPARIMENT(IPH) AND INDUSTRES
DEPARMENT(ID).

2 GOVERWIENTDEPARMVENE: HGHTAND CORPCRATONS' PUBIICS BCDRUNDERPKINGS: 18.

3 TENDER (EATON. TENDER PUBLICATON BID SUBMISSION BID CPENING NEGOIATON AND AWARD CF
CONRCT
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VALING * 6,183.86 (FORE WERE PROCESSED THROUGH E-PROCURAMIENT PROECT IN HGHT
DEPARMENS WHH CONSTUUIES 30 per cent OF TOIAL PROOUREMEND THE INFCRMATON IN
RESPECTOF RRMAINING 18 CRGANISATONS, "THOUGH CAILED FORIN ALUDIT WAS NOI'SUPPIIED)

2.4.2  Organisational set-up

THE E-PROOCREMENTIN THE STAEE OF HIMAHAL PRADESH IS MANAGED BY THE DEPARIMENTCF
INFCRMATON TEHEHNOOGY (DIT), GOHP WHI(H IS DESIGNATED (DECEMBER 2009) AS THE
NODALAGENCY FORIMPIEMENIATON OF E-PROOUREMENT A CORE COMMITIEE HEADED BY 'THE
PRNOPALSBREPRY (IT) ANDSIX® OHERMBEVIBERS WERE CONSTTUIED (SEPTEMBER2011) FOR
IMPIEMENIAION OF E-PROOUREMENT AND TAKING PAICY DEISIONS IIKE REMISION OF
TENDERNG RIES, ISSUE OF EXBCUITVE INSIRUICTONS, VETIING OF STANDARD BIDDING DOOUMENE,

DRAFIING AND SIGNING OF M EMORINDUM OF UNDERSIANDING WTTH B ANKS FORE-PAYMENT EIC

THE DIRECIOR INCRMAATON TECHNOIOGY IS THE MEMBER SHREIARY OF THE (ORE COMMITIEE
WHD IS ASSISED BY AN ADDTONAL DIRECIOR  JONI' DIRSCIOR. DEPUIY DIRECIOR AND
ASSISANT CONROIER (FINANCE AND ACCOINS) FOR HANDING AL THE TECHNCAL AND
HNANJALTASKS AND ACS AS ANINIEREACE BETWEEN USERCRIANISATONS ANDNIC.

2.4.3  Audit Objectives
THEIT AUDTOFE-PROCUREMENTPROECTHAD HE FOLOWING OBJECTVES:

*  TO RRMEW WHEHER (CORE OBJECIVES OF EPROOREMENT VIZ, RANSPARRNCY IN THE
BIDDINGPROESS COMPETTVENESS, SIREAMIINING OF PROCESS AND REDUCTON IN'THE COST
PROOUREMENTHAVE BEEN ACHEVED AS ENVISAGED),

*  TOEVALUAE THE ADBQUACY OF MAPPING OF BUSINESS RUES INIOHE SYSIBM; AND

*  TO ANATYSE THE DATA FORCOMPIEIENESS, INBRTY, REIABIITY, AATRACY, AND SEORTY
(ONIRJS HAD BEEN BUITINDD HE SYSIEM.

2.44  Audit Scope and Methodology

THE IT AUDTCOF EPROOUREMENT WAS (CONDUCIED DURNG MARH 2017 1O JUNE 2017 BY
COVERNG SEVEN SAMIPIEY ORGANISATIONS, (OUT OF 26 ORGANISATONS IN WHICH IT WAS
IMPIEMENEED) AND SCRUINY OF DOOUMENS AND RHAED (OMPUIER OPERAIONS FOR 'HE
PEROD2011-17.

THE ADT OBECIVES (RIERA AND XOPE OF ADIT WERE DISOSSED WH PRNJPAL
SEHIFARY (IT) IN AN ENRY CONFERENCE HHID IN APRL2017. THE DAIA OF E-PROCUREMENT
WAS ANATYSED BY TSING A COMPUIERA IDED AUDITTOOL“INIERACTVE D ATA EXIRACTION AND
ANAYSIS’ (IDEA). THE ADITHNDINGS WERE DISUUSSED  IN 'THE EXITCONEERENCE HHD WH
THE PRNOPALSEIEIARY (IT) INAUGST2017. THE MIEWS OF HE STAE GOVERN\MENTHAVE
BEEN APPROPRAIELY INCORPCRAIED IN THE REPORT

4 INORMAION TBCHNOIOGY, TRRGATON AND PUBIC HEATH, PUBIC WOKS INDISRES REVENLE
FISHERES PRNING AND STATONERY AND URBAN DEVHOPMENTD EP ARIMENE.

5 PRNOPALSEREIARY (FINANCE), PRNOPALSEREIRY (PWD), PRNOPALSEREIRY (IPH), CONRIIER
(F STRS JONI DIRECIR DEPUIY DIRECKR (IT) AND ANY OHR TBHNCA. EXPERT
O-CPTEDBY HE COMMITIEE

6 DEPARMENT OF INFCRMATON TECHNOIOGY (DIT), HP STRE EIECIRONCS DEVEIOPMENT CORPCRATON
LIMI'ED (HPSEDCL), HP TORSM DEVHOPMENT CORPCRAION LIMITED (HPTDCL), HP STAE
INDUSIRALDEVHOPMENT CORPCRATON LIMI'ED (HPSIDCL), HP STAIE CIML SUPPIIES CORPCRATON
LIMITED(HPSCSCL), INDUSIRES D EPARIMENTAND PUBIIC W ORKS DEPARIMENT!
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2.4.5 Audit Criteria
AUWTARTRA USED FORCONDUCTOF THE PERORMANCE A DITWERE:

+  GUDHINES ISSUED BY CENRALVIGIANCE COMMISSION' COMPETTON COMMISSION OF
INDIA(CCI);

*  INFORMIATON TBCHNOIOGY ACT2000 AND AMENDMENTGF2008;

*  EPROOUREMENT GQUDHINES ISSUED BY STANDARDSATON TESING AND QUALTY
CERTHCAION (STQC) DIRCICRAE AND E-SAE GD220 GUDHINES ISSUED BY THE
MINSRY OF COVMUNCATONS AND INURMATON TEHNJOGY, GA; AND

*  HIMAHALPRADESH FINANJALRULES (HPFR), 2009 AND ORDERY INSIRICIONS ISSUED
BY THE STAIEE GOVERN\MENY DEPARIMENES FORE-PROOUREMENT

THE AUDTFINDINGS OF E-PROOUREMENTARE DEINTED IN 'THE SUCCEEDING PARXRAPHS:

2.4.6 System Design issues
2.4.6.1 Non-mapping of business rules in the application software

SHECION 4 CF RUE 102 OF HPFR, 2009, PROMDES HAT MINMWM TME AIOWED KR
SUBMISSION OF BIDS SHAIL. BE THREE WEEKS HOM 'THE DAE OF PUBICATION OF THE TENDER
NOICE FURHER RUE 192 OF HPFR, EMPOWERS THE DEPARMENT OF INDUSKHES O ISSLE
DEINTED INSTRUCTONS AND GUDHINES FOR PROCUREMENT CF Q00D AND SERVIGES FOM TME
O TME W'H THE APPROVALOF GOVERNMENTAND THE PROUUREMENTIN AIL THE ORGANIZATONS
WAS O BE DONE AORIING 'O THESE INSIRICTIONS AND GUDHINES. ACCORINGY, THE
INDISIRES DEPARIMENT HAD ISSUED (OCIOBER 2013) INSIRICIONS WHICH PROMLE HAT A
PERCOD OF THREE WEEKS HOM THE DAE OF PUBIICATON SHAIL BE GVEN FKOR THE RRCHPT OF
TENDERS, EXCEPTIN CASE OF URENT DEMANDS WHERE THE PEROD MAY BE RREDUCED 'O '™MO
WEEKS. FOR EHBCIVE IMPIEMENIAION OF E-PROCUREMENT THESE RUES SHOUD HAVE BEEN
MAPPED IN'HE APPIICATON SOFIWARE BUT'HE RUES WERE NOTMAPPED

DURNG ANALYSIS OF DAIAIN RESPECT(OF 26 E-PROOUREMENT IMPIEMENING CREANISATONS IN
HE STAE, AUDTNOICED THAE

* IN10,135 AND 5,537 WORKTIEMS (OUTGF 19,121 WORKTIEMS), TENDERS WERE CPENED
BEHORE 21 AND 14 DAYS RESPECTVELYY HOM THE DAE OF PUBICATON OF TENDERS IN
23 ORGANSAIONS. FIRHER IN' SEVEN SHECED ORGANZAIONS, IN 4,630 AND
2,209 WORK TEMS®, THE TENDERS WERE OPENED BEORE 21 AND 14 DAYS RESPECTVELY.
NOMENION OF SHOR'TENDER WAS MADE IN THESE CASES.

*  OFABOVE, IN 184 WORKTIEMS, HE TENDERS WERE CPENED IN TESS THAN HVE DAYS IN SIX
CRGANISATONS AND IN MO CREANISATONS TENDERS FOR 94 WORK TIEMS WERE (PENED
WIHN ™O DAYS OF PUBLIICATON

% INHVE WORKTTEMS, HE DAEE OF PUBLSHING AND CPENING OF TENDERWAS SAME

NONMAPPING OF HE BUBINESS RUE (SPEIFYING THE PEROD OF RECHPT AND CPENING OF
TENDERS HOM 'HE DAE OF PUBIICATON OF TENDER IN 'HE APPIICATON SOFIWARE RESUTIED IN

PWD: 4,274, HPSIDCL: 132, HPSCSCL: 72, HPTDCL: 63, ID: 45, HPSEDCL: 43 ANDDIT: ONE
8 PWD: 2,026, HPSIDCL: 82, HPSCSCL: 22, HPTDCL: 36, ID: 13, HPSEDCL: 29 ANDDIT: ONE
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TREAUIARCPENING OF THE 'TENDERS BEORE 'THE STPUATED PERCOD AND AS ARSSUT PROSPECTVE
BIDDERS DEPRVED OF PARTAP ATON INTENDERING PROCESS (COUID NOTBE RIED OUT

IN THE EXIT CONBERENCE, THE PRNJPAL SBEIFIRY SIAED THAT THE BUSINESS RUES
SHOUD HAVE BEEN MAPPED IN APPICATON SOFWARE SO AS 'O COMPLY WTH 'HE HPFRS
O PROMIE ADBQUAE TME 'O THE PROSPECTVE BIDDESS AND ENSLRED COMPIANCE OF THE
ADITOBSERVATONS.

2.4.6.2 Inadequate validation controls in the registration of users

a. Deficiencies in use of Digital Signature Certificate

THE ONINE CORPCRAIE BIDDER ENROIMENTFORM HAD PROVISION FORENROIING VENDORS AND
ASSIGNING HEM  IOGN ID/ PASSWORD THROUGH WEBST'E IR IOGANG IND HE APPHCATON
SOFIWARE AND SYSIEM. (ENERAIES USERID FOREACH USER FURHER THE USERID HAD 'O BE
MAPPED W'H THE DIGIAL SIGVALE CERIHCAE (DSC). AUDT NOIGED HAT THE
APPIICATION SOFWARE FAIIED 'O IINK THE DSC WI'H THE WSER ID USED AT THE TME OF
REASIRATON DXE 'O ABSENCE OF VAIDATON (HBK IN THS GONEXT ANAYSIS OF DAIA
REVEAED THAE

*  THE DAIA IN 'TABIE PUBIC P USER (FRTHCAIE SHOWED THAT THE NAMVIE OF 'HE USER
WAS NOT VAIDATED AT THE TME OF RNEWAL OF DSC AND DIHERENT NAMES WERE
CAPTURED ACAINSTHE SAMIE USERID IN'HE TABIE INONE CASE, AGANSTHE USERID 73,
BIDDING WAS DONE BY ISING DSC REGSERD IN 'THE NAME OF DIHERENT PERSON
EVIDENLY, ANY DSC CAN BE MAPPED WI'H THE USERID AND THE IEGALSANCITY OFDSC
WAS NOTENSURED

% FIVE DSCS WERE MAPPED ACGAINST SAME USERID 3176 IN THE APPIICATON SOFIWARE
DURNG 'HE PEROD HKOM 30 SEPTEMBER2013 1O 11 MARH 2017 WHH SHOWED THAT
THERE WAS NO PFOMSION KR VAIDAION OF THE NAME OF THE DSC HODER WTH
REGSTERD APPIICATON USER. RESUTING IN UNAUHORSED USE OFDSC BY THE USERS

*  FORSUBMISSION OF SINGE BID NUMBER 48283, ™O DSCS WERE USED BY 'HE BIDDER
HAVING (SRR ID 5049, AS THE BIIL OF QUANITY (BOQ) WAS TPIOADED THROUGH
SIGNINGCERTID 12513 AND THE OHER DOOUMENS SUH AS EMD, MAHNERY
DEALS SERME TAX SAIES TAX (ERTHCAIES AND CA REPORTWERE SUBMITIED THROUGH
SIGNINGCERTID 14232 WH(H PROVES THAT THE BID CAN BE UPIOADED BY WSING
MUIPIE DSCS DIE O IAK OF VAIDATON CONIROL FOR MAPPING OF THE DSC IN
APPIICATON SOFIWARE

THES DE O IMPROPER MAPPING (OF DSC W'H THE WSER ID AND IN THE ABSENCE OF
VAIDATON (HECKS, THE AUHENIATY OF HE BID COUD NOTBE ENSURED

THE PRNOPALSEREIARY (IT) ADMITIED HAT HERE SHOUD BE PROVISION CF MAPPING CF
DSC W'H THE WSERID. THE SENOR TEHEHNCAL DIRECIOR AND STAE INFOGRMATICS OFH(ER
(SIO), NIC SIAIED HATTHE NEEDRULWILBE DONE

b. Participation of Dummy users in the bid process

APPIICATON SOFWARE ATOWED RSGSIRATON OF AL USERS WITHOUT PROPER VAIIDATON
ANAIYSIS OF THE DAIA SHOWED THAT OUTOF 12,430 USERS, 5,463 WERE REASIERRD WHDSC,
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6,803 REASIERD WHOUT DSC, 110 USERS WERE BIOCKED AND THE RSASIRAION WAS IN
PROCESS FORS54 USERS. THE ANAIYSIS RRIHERREVEATED THAE

* IN ONE CAE ‘REGSERED (BER HAVING BER ID 1661 IN THE NAME CF
(NCOEAMEDABAD ST (BER (MOBIIE NO 8888888888 AND EMAL ID
BHAVESHR@NCCDEIN) HAD PARIAPAED IN 1,768 QUI'CF 15,061 WORK I'IEMS WHI(H
INDICAIED 'THAT DUMMY BIDDERSS WERE CAPTIRED IN THE TABIE RESUTING IN NON
RAIABIITY OF DAIA AND AUHENIATY OF THE APPIICATON OF SOFIWARE

* 23 SERS W'H BIOKED SIATS HAD PARIAPAIED IN 23 BIDDING PROCESSES DURNG
2011-17. AIQ 2,679 SERS WHOUT DSC HAD PARIAPAIED IN THE BID PROESS
DURNG2011-17.

THE DUE 1O NONMAPPING OF REGSERD BEKS WH DSC, THE INHIGBIE (SERS HAVE
PARIAPAED INTHE BIDDING PROCESS RASING QUESTONS ABOUTRHIABIITY OF HE SYSIEM.

THE PRNOPAL SEIFIARY (IT) ADMITIED THAT HERE SHOUD BE PROMSION OF MAPPING OF
DSC W'H'HE USER THE SENORTEIHNCALDIRECIORAND ST1O, NIC SIAIED THATTHE NEEDHL
WILBE DONE

c. Duplicate mobile numbers, same/ alternate email ID and existence of non-
DSC registered users

ANAYSIS OF DAIA OF AL INDVIDUAZL (ORPCRAE BIDDERS AND DEPARIMENIAL. USERS

REVEATED THAT

*  IN573 QUIOFS,463 DSC REGSERD USERS, SAVIE MOBILE NUMBERWAS CAPTURED MORE
THAN ONE WI'H DIHERENT USERS. IN 514 CASES IOGN ID WAS DIHERENT BUT THEIR
ATRNAE EMALID PROVIDED FOR RECOVERY OF IOGN ID WAS SAME WHICH INDICATED
THATHHER'THE DSC REGSTERED USERS ARE [INKED 1O EA(H OHERCRMUTPIE ICANIDS
WERE CPERAIED BY 'HE SINGE USER WHICH SHOWS THATTHE VAIIDATON (HECK ON BASIC
UNQUE HHID' DATA WAS NOTPROMDED

*  USERID NUMBERS ARE SYSIEM GENERATED NUMBERS AND SHOUD BE IN CONITNUOUS FORML
THERE WERE SIX GAPS WH 73 MISSING SERALNUMBERS IN (ENERATON OF USERID.

THES DLE 10 ABSENCE OF VAIDATON (HBECKS IN THE APPIICATON SOFIWARE THE POSSIBIITTY OF
PARIAPATON 1O SUBVERI'HE TENDERNG ACTVITY BY MANPUAION OF DAIA (COUD NOTI'BE
RIEDOUT

THE PRNOPALSECREPRY (IT) ACCEPTED AT TERE IS NO VAIDKION OF (EDENTAS IN TE
SYSEM AND TE APPIICATON SOFWARE SHOUD BE DYNAMIC AND DESIGNED T AUFENICAE
HE IDENTTY OF BIDDERS AND FUREFRSUGGESTED AT USERTD SHOUID BE IINKED WITH A ADHAR
NUMBERS FOR MAKING ITRHIABIE AND AUEENIC THE VERSION CF TE PRNIPAL SEIEPRY
(IT) CONHRVS TE AUDITOBSERVATON

d. Gaps in system generated row ID numbers

INOROER'O DEIBCTANY UNAUHORSED (CHANGES IO THE DAIABASE, 'HE SYSIEM AUIO GENERAIES
FOW ID NUMBESS, SHQUENTALY, WHIE CAPTURNG THE DATA OF BIDS SUBMITIED THROUGH THE
APPICATON SOFIWARE FORENSURNG INIEHTY AND REIABITTY OF DAIA

AUWDTNOIGED HATIN 790 GAPS 'HERE WERE 1,107 MISSING NUMBERS IN THE TABIE THAT
(ONIAINED HE DEINIS OF TENDERS AONG WTH (RTCAL DAES THE GAPS IN ROW ID
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NUMBERS (SERAL NUMBER RAISES SEROLS (CONCERNS ABOUT THE INBRTY AND RHIABIIITY
OF HE DAIABASE

THE PRNOPALSBIFEIARY (IT) ASSURED FORMAKING NECESSARY ARANGEMENTIN 'THE SYSEM
TOMONTRTHE GAPS TO MAKE 'HE SYSIEM RAIABIE AND SHIURD

e. Inadequate validation checks

THE USERID AND PASSWORD ARE ISSUED BY THE PROBECTM ANAGEMENTUNT (PMU) OF ' HE
NIC O THE USER DEPARMENT WHEREAS 'THE BIDDERS REASIER THEMSHMES ON WEBSTEE
(HIPS,//HPIENDERS.GOV.IN) BY INSERING THEIR EMAILID (IOGN ID), PASSWORD OF HHR
(HAE AND OHER (RRDENTALS ACGANSTWHIOH THE USERID IS (ENERAIED A FIER REASIERNG
IOGNID, USERS HAVE OMAP THE DSC INHE APPICATION SOFIWARE. D URNG VERHCATON OF
THE DAIA ITWAS NOICGED THAE

* IN116 OUT'CF 554 CASES OF HE G2P_IENDERRR TABIE, DUPHICAE EMAILID ADDRESSES
WERE REGSTERED DUE O IAK OF VAIDATON OF EMALID AT'HE TME OF REASIRATON OF
THE BIDDERS.

*  THOUEH THE MOBIIE NUMBESS WERE CAPTURED IN THE SYSIEM, THE SAME WERE NOT'
VERHED AT'HE TME COF REASIRATON BY SENDING (NE TME PASSWORD (OTP) ON'HE
REASTERD MOBIIE NUMBER AS INCORECTMOBILE THEPHONE NUMBERS (32 CASES) AND
SAMEE MOBILE NUMBERS WERE CAPTURED (158 CASES) MORE THAN ONCE BY 'HE BIDDERS AT
THE TME OF ONINE REASTRATON

*  PERVANENTACCOUNINUMBER (PAN) IS A UNIQUE DAIA ENIERED BY 'HE BIDDER AT'HE
TME OF ENFOIMENT IN 152 (OQUT'OF 554 CASES) CASES, PAN NUMBER APPEARRD MORE
THAN ONCE ACAINSTTHE SAME NAME WI'H DIHERENTUSERID. FURHER 'THE SAMPIE PAN
NUMBER (AESTG2458A) SHOWN IN THE ‘ENFOMENT OF CORCRAE BIDDER FORV®
WAS ENIERED BY SEX BIDDERS WHICH SHOWS THATVALDATION (HBCK FORTHE PAN NUMBER
'WAS NOTPROMDPED IN THE REGSIRATON FORVL

% INSEVEN (OUT'CF 554) CASES BIDDERS ACE IESS THAN 18 YEARS WAS CAPTURED, WHICH
INDICAIED IAK OF INPUT VAIIDATON ON DAEE OF BIRH  IN SIX CASES THE DAE OF BIRH
WAS SHOWN AS 0000, DESPTEE THE EACT THAT DAE COF BIRH HHD IS MANDAICRY IN
CORPCRAE BIDDER ENFOIMENTFORM WHICH SHOWS THAT THE VAILDATON CHECK WAS NOT
BHECIVE AND HAD RESUTED IN INVAILD ENIRES

*  THOUGH HERE WAS PROMISION IN THE SYSIEM FOR SENDING THE AERI HOUGH SMY
EMAIS 'O THE BASERD BIDDES AT'THE TME OF PUBISHNG THE TENDESS BUT ' THE
BIDDERS WERE NOI' INIMAIED THOUGH THE AVAIABIE SYSEM AS THERE WAS NO
MBHANSM 'O VERFY HE CORBCINESS OF MOBIIE THEPHONE NUMBERS. IN 32 CASES
INVAILID MOBIIE THEPHONE NUMBER WERE ENIERED BY 'HE BIDDERS WHIIE REASIERNG
THEMSHMVES AND TPIOADING THE 'ENDERS. IN THE ABSENCE OF ABOVE PROMSION THE
PCSSIBIITTY OF NON-PARTAP ATON OF REGSIERED BIDDERS COUD NOTBE RIED OUT

VAIDATON OF REGSRATON OF GOVERNMENT USERS WAS AISO NOT' DONE AND IT WAS
NOICED THAE
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*  IN215 OUT'CF 823 CASES SAMEE MOBIIE NUMBESS WERE CAPTIRED ACAINSTMORE THAN
ONE GOVER\VIENT CHHO AL (REGSTERED USER. IN 62 CASES, DUMMY MOBIIE NUMBERS
WERE CAPTURED AGAINSTTHE REASTERED USERS AND 34 SERALNUMBERS OF USERID WERE
MISSINGIN WO GAPS

% IN 81 OUI'CF 823 CASES, SAME EMALID WAS CAPTURED MORE THAN ONCE AGAINST
DIFFRENT GOVERNMIENT ISERS. IN 11 OUT OF 81 CASES INCORECT NAMES!'? WERE
CAPTRD INTHE HRSTNAME COUMN OF THE BIE.

THE PRNOPALSBIREIARY (IT) ACEPTED HATHERE IS NO VAIIDATON OF (REDENTAS IN THE
SYSIEM AND HE APPIICATON SOFWARE SHOUID BE DYNAMIC AND DESIGNED 1O AUHENICAE
"THE IDENIT'TY OF BIDDERS AND RURIHER SUGGESIED THAT USERID  SHOUD BE IINKED WH A ADHAR
NUMBERS FORMAKING ITREIABIE AND AUHENIC

THE, DUE TO NON-PROMIDING OF VALDATON (HECKS IN THE APPIICATON SOFIWARE THERE WAS
INCORRECTRSASIRATON OF BIDDESS. THE PCSSIBIILTY OF PARIAPATON OF FAKE BIDDESS IN THE
BIDS (OUD NOTI'BE RIED OUT' FURHER. 'HE OBIECTVE OF PROVIDING TRANSPARRNCY IN THE
PROCEDURE COUDNOTBE ENSLRED

2.4.6.3 Participation of multiple bidders in a particular work from same
machine/ IP address

(a) ONE OF THE MAIN OBJIECTVES OF THE E-PROOLREMENTWAS TO PROVIDE TRANSP ARENCY
ANDCOMPETTVENESS INTENDERNG PROCESS

ANAYSIS OF THE DATA OF TENDERS PROCESSED 'THROUGH 'HE NIC  E-PROCUREMENT SOFIWARE
REVEAIED THAE

*  FOR3,896 WOKTEMS ™O D 14 BIDDERS HAD SUBMITIED HE BIDS FROM 'HE SAVIE [P
ADDRESS IN24 ORGANISATONS FORA PARTAUIAR WORK

* IN2,339 WORK TTEMS OF SEVEN'! SHIECTFD CRGANISATONS, SAME TP ADDRESS WAS USED
FOR SUBMISSION OF BIDS BY HE BIDDERS AND IN 'HESE CASES, 'HREE 'O 14 BIDDERS HAD
SUBMI'TIED HE BIDS HOM HE SAME [P ADDRESS FORA P ARTATAR WORK

*  THE DIT WHI(H IS ANODALDEPARMENT FOR IMPIEMENIAIION OF E-PROOREMENT HAD
HOAED ONY A SINGE ENDER IN DEEMBER2016 IN WHICH SIX BIDDERS HAD
PARIAPAIED OUT OF WH(H FOR BIDDERSS HAD SUBMITED HE BID HOM 'HE SAME
MACHNE HMING (OMMONIP ADDRESS

*  THE EXBOUITVE ENANEERHPPWD, UNA HAD CAIIED (NOVEMBER2014) AENDERFOR
(ONSIRUICTON OF MODEL RURAL HEA'H RESEARCH UNI'T AT HAROL MDE WORK TIEM 1D
NUMBER 6816, FOR WHICH THREE BIDDERS HAD PARIAPAIED OF THESE ™WO BIDS WHRE
SUBMITIED HOM SAME MACHINE HAVING SAMEE TP ADDRESS BY USING DIFERENT USER
ID WHI(H BAD THE SAME ATTERNAE EMALID. THS INDICAED 'HAT'HE SAME BIDDER
HAD PARIAPAIED IN THE BID THROUGH DIHERENTDSC AND EMAILID. THE HRD BIDDER
HAD NOT SUBMITED THE FARNEST MONEY DEPCHIT (EMD) AND (OUD NOT RUHIL THE
BANIC(RERA

? MOBIIENUMBER123456789 AND999999999.

10 DM: KOR FIRSINAVE ™Q TESE ONE ANDDEPTUSER FOLRTMES

1 PWD: 1,927, 1ID: 262, HPSCSCL: 100, HPSIDCL: 26, HPTDCL: 22, HPSEDCL: ONE AND
DIT: ONE
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THE SUBMISSION CF BIDS FOM THE SAVE MACHINE TP ADDRESS IN ADDITON 'O INADEQUAIE
VAIDATON (HBCKS IN THE REASIRATON OF USERS, PAOINE 10 'HE POSSIBIITTY OF SUBMISSION OF
MUTPIE BIDS BY THE SAME (SER THE PRNJPAL SBREIARY DURNG EXIT CONHERENCE
AEPTED HE FACTOF CAREIZATON AMONGSTBIDDERS AND SIATED THATMUTPIE BIDDING HFOM
SAME MACHNE TP ADDRESS SHOUD HAVE BEEN PREVENIED BY THE SYSIEM AND HRHERSTAIED
THAT THERE HAS BEEN NO IMPROVEMENT IN 'HE COMPETTVENESS AND SAMVIE BIDDERSS ARE
PARITAPAING AND (EIING THE CONRXCS EVEN AFIER IMPIEMENIATON OF E-PROOUREMENT
THE REPTY OF THE PRNOPALS BREIARY (ONHRMIED THE EXISIENCE OF RSK OF MUIPIE BIDDING
BY HE SAME (SER

(b) THE HIMACHAL PRADESH STAE INDISIRAL DEVHOPMENT C ORPCRATION LIMITED
(HPSIDCL) SWITHED OVER '© THE SOFWARE DEVHOPED BY A PRVAE HRM
IN APRL2015 DUE 1O NONPROMSION OF E-PAYMENT AND E-AUCTON MODUES IN
THE NIC EPROOUREMENT SOFWARE ANAYSIS OF THE DAIA OF ENDBS
PROCESSED THROUH HE E-PROOUREMENT APPIICATON SOFWARE OF HE PRVAEE
VENDORREVEAIED THAT

%  HPSIDCL HAD HOATFD 347 TENDERS'? VAILING © 268.04 (RORE DIRNG 2015-17. IN
57 TENDERS ™O D HVE BIDS WERE SUBMITFD HOM THE SAMVE IP ADDRESS KR A
PARICUAR WORK OF TESE, IN 14 TENDERS AL TE BIIS WEE SIBMITED BY
P ARIAIP ATNG BIDDERS FOM THE SAVIEIP ADDRESS.

*  INHVE WORKS", ONE O THREE BIDS IN FACH TENDER WAS SUBMITIED FROM MACHINE OF
HE HPSIDCL HAVING SAMIE 1P ADDRESS WHICH WAS USED FOR(REATON' PROCESSING OF
TENDERS. OUT'GF HE HVE TENDERS, IN ONE WORK " (ONSTRUCTON OF PIANTHEATTH AINIC
BUIDING ATGHIMARMN BIASPTR' HAVING EVENTID 22983, ALTHE THREE BIDDERS HAD
SUBMI'TIED THHRBIDS HFOM 'THE SAME MACHINE OF THE HPSIDCL.

* IN THE APPHCAION SOFWARE PROMDED BY THE PRVAE VENDOR HE RGHS KR
PROCESSING THE TENDERS WERE EXEROSED BY THE DEPUED SIAH CF THE PRVAE VENDOR
AND ALTHE "TENDERING PROCESS WAS DONE BY HM. IN THE EVENT'CGF HIS ABSENCE, THE
RGS WERE ASSIGNED 'O 'THE GHUJAS OF THE HPSIDCL HAVING DIQTAL SIGNATURE
CERIHCAIES THROUGH THE SYSIEEM. AUDIT NOICED THAT IN 81 CASES 'HE BIDS WERE
SUBMITIED HOM HE SAME MACHINES HAVING MO SIMIIAR TP ADDRESS HOM WHERE THE
RGHS WERE ASO ASSIGNED BY HE DEPUIED SIAH 'O THE GFHAALCF THE HPSIDCL KR
REATON AND CPENING OF TENDER WHICH SHOWS HAT'HE BICS WERE SUBMITIED BY THE
DEPUIED S OF THE VENDOR AND 'THE MANIPUATON IN TENDERING PROCESS (COUD NOT
BERIEDOUT

THE SUBMISSION CF BIDS FOR A PARIAUIAR WORK FOM SAME MACHNE TP ADDRESS IN
HPSIDCL, WHH WAS USED FOR PROCESSING THE TENDERS INDICAIES THAT RANSPARNCY AND
COMPETTVENESS IN TENDERING PROCESS (OUD NOTBE ENSURED

THE GRGANISATONS SIAIED (JUNE 2017) THATTHERE IS NO SUH MECHANSM 'O RESRCT'THE
BIDDERS FOR SUBBMISSION OF BIDS HKOM SAVEE [P ADDRESS AND HRHER SIXIED 'THE DEPUIED
SIAF OF E-PROOUREMENT TBEOHNOIOGES IMITED WAS INVOVED IN (REATNG CARIELL. POOING
WI'H BIDDERS BY SUBMITING BIDS HOM HE SAVE MACHINE TP ADDRESS OF HE HPSIDCL.

12 2015-16: 198 TENDERS VAILING™ 98.15 GORE AND2016-17: 149 TENDERS VALING™ 169.89 (RORE
13 EVENTID # 24239, 22985, 22984, 22983 AND22981.
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THE REPLY CONHRMS THE ADITOBSERVATON THE PRNOPALSHIEIRY (IT) SIAIED THAT'THE
MATERWILBE TAKEN P WTHTHEHPSIDCL.

2.4.6.4 Time taken in processing of tenders and non-capturing of date of award
of tender in application software

ONE CF HE OBIECTVES OF IMPIEMENIATON OF E-PROOUREMENTWAS 1O ENSURE REDUCTON IN
TME CYAE IN PROCESSING OF TENDERS. RUE 110 OF HPFR, 2009 PROMDES HAT'IO ENSURE
BEHABENCY, BEONOMY AND AACOUNIABIITTY IN PROOUREMENT'SYSIEM APPROPRAEE TME RAME
FOR EAH SIAGS OF PROOUREMENT SHAIL. BE SPEOHED BY HE RESPECTVE DEPARIMENS HOR
AVODING DHAY. FIRHER HE COE COMMITEE WAS O REMSE THE 'TENDERNG RUES KOR
E-PROOREMENTACORDINGY. A UDITNOTAED HATTHE C ORE COMMITIEE HAD NOTREMSED HE
TENDERING RUES FORREDUONG HE PROCESSING TME IN HNAILSATON OF TENDERS.

THE DEIALS OF THE AWARD OF CONIRCT WAS NOTCAPTIRD IN 97 per cent (13,974 OUT'CF
14,431) OF HE WORKTIEMS DUE 1O WHICH THE ACTUALTIME TAKEN FORPROCESSING THE TENDERS
(OUD NOI'BE VERHED BY ADIT OUI'CF HE RMAINNG 627 ITEMS OF WORS IN 188 WK
IEMS, TME TAKEN IN PROCESSING THE "TENDERS HROM THE JOSING DATE 'TO AWARD RANGED HOM
122 10554 DAYS DURNG2011-17 INDICAING THATTHE E-PROOUREMENI SYSIEM DID NOTRESUT
INREDUCTON OF PROCESSING TME

THE DIRSCIOR INDUSRES SIXIED (JUY 2017) THAT'HE MATER WOUD BE TAKEN TP W'H THE
DIT FORMAKING PROMSION OF CAPTURING RIAIED DAIA IN THE APPICATON SOFWARE. IN'THE
EXITCONEERENCE, HE PRNOPALSBIFIARY (IT) ASSURED O TAKE RMEDIALACTONS.

2.4.6.5 Non-supply of Software Design Document, Functional Requirement
Specifications Document, Back up policy and Disaster Recovery Plan

FOR ANAIYSIS OF EEPROOUREMENT DATA IN ALDIT DOOUMENS SUH AS SOFWARE DESIGN

DOOMENI(SDD), FUNCIONALR BQUREMENTS PEOHCATONS DOOUMENI(FRSD), BAXK-UP

PALCY AND DISASTEFRR BLOVERY PIAN IS ESSENTALTO ASCERIAIN THE AVAILABIITTY OF AL TABIES

THERIOCATON AND UTIITY IN THE APPIICATON

THE DIRCIRIT WAS RIQUESED (MART 2017 AND JUNE 2017) O SUPPLY TE SCFIWARE
DESIGN DOCUMENT(SDD), FUNCIONALR BQUREMENT SPEIHCATONS DOJUMENT(FRSD),
DAR FIOW DIARM (DFD), BAK-UP POICY, DISASFR RECOVERY PIAN AND DAA
PERIINING D TE E-PROCUREMENT THESE DOCUMENE WERE REQUIRED FORUNDERS PINDING AND
RVIEWING TE APPICAION AND DAA OF TE EPROOREMENT IN TE ABSINE CF
REQUISITONED DOCUMEENE, AUDITCOUD NOTASCERIAIN TE AVAIABIIITY OF DATAIN AL TABIES,
THRIOCATON PURPCSE OF EACH TABIE AND THRUIIITY IN TE APPIICATON SOFWARE DLE D
WHICH TE HOW OF DATA COUID NOTBE ANALYSED BFRCTVELY,

THE NIC INIMAIED (JUNE2017) THAT'HESE DOOUMENS ARE (COPYR(HTI'OF THE DEPARIMENT
AND ACPY OF THE SAMEE (OUD NOTBE PREPARED AND CAN BE SEEN IN'THE OHH(E OF THE NIC,
HIMAHAL PRAESH SHMIA THOUGH 'HE BAXKIP PAICY AND DISASIFR RBCOMERY PIAN
PREPARRD BY THE NIC WAS SCRUINSED INALDITIN'THE GHCE GF HE NIC BUTNO DOOUMENS
REGARDING THEIREXBUTON AND IMPIEMENIATON WERE PRODUED O ADIT

DUE TO NON-SUPPLY OF BAKUP PAICY AND BUKINESS CONINU'TY PIAN THE ADBQUACY OF THE
DOOMENS AS WHL AS THE PROCEDURE FOIOWED 1O ENSURE 'THE SBARTY OF DAIA AND
BUSINESS CONIINUTY (COUD NOTBE ENSURED

84|Page



Chapter-11: Performance Audit

247 Implementation issues
2.4.7.1 Non provision of modules

THE GCHP WHIIE REMEWING (OCIOBER2011) THE PROGESS OF E-PROOREMENTDEIDED THAT
THE APPICATON SOFIWARE SHOUD HAVE THE MODULES SUCHAS 'V ENDORM ANAGEMENT INDENT!
MANAGEMENT ETENDERNG  EPAYMEND CONRXCT MANATEMENT EAUCION AND
CANOGE MANAGEMENT HOWEVER. AGAINST THE SAID REQUREMENTONLY ONE MODUEE LE

E-TENDERING WAS IMPIEMENIED ONTY THROUGH GEPNIC ON HIPS.//HPIENDERS GOV.IN WEB
PORIAL THE IMPACTOF NON-PROMISION OF THE MODUES BY HENIC IS ASUNDER

>4 Indent Management: THE HOW OF DOOUMENS DURNG THE (OURSE OF PREPARNG A
TENDERIS HANDIED BY THE WORK HOW AUOMATON MCDUE THE PROCESS SIARS HOM
DEMAND AGGEGATON OF GOODS FORPROOUREMENT MAKING A PIAN FOR WORKS AND ENDS
W'H HE CAAIATON OF HNAL PROBABIE AMIOUNT OF CONIRACT THE CBJIECITVE COF LRING
HS MODUE WAS 'O RDUCE THE TME TAKEN IN MOVEMENT OF DOOUMENS [EADING O
ISSLE OF TENDER MON'OR 'HE PROCESS 'O IDENTFY AOG AREAS AND TAKING REMEDIAL
ACTON HOWEVER DUE TO NONPROMISION OF HE MODUE HE BENEH'S OF REDUCTON OF
TME IN PROCESSING OF DOOUMENS THROUGH MON'IORING OF dOG ARFA (OUD NOT'BE
AHEVED

>4 Vendor Management: THE VENDORM ANAGEMENITM ODUE HHPS IN (REATON OF DAIA
RIAING O PROBABIE VENDORY SUPPIERS WHO RUHIL THE PREDEIERMINED (RTERA
BASED ON'HHRQUAITHCATON INRRASIRUCTURALCAPABIILTES, PASTPERORMANCE, EIC THE
MAN OBIECTVE OF EPROOREMENT WAS © PROMOE (OMPETTON BY KBIERNG
PARIAPATON OF QUAITHED SUPPIIER AND CONIRACIORS. HOWEVER IN 2,556 AND 3,492
QUI'CF 15,061 WORK TIEMS ONE AND WO BIDDERS ONLY PARIAPATED IN THE TENDERNG
PROCESS. THE BIDDERS ARE REQUIRED O REGSIERTHEMSHVES BEORE PARIAPATNG IN ANY
TENDERING ACTVITY. AUDITNOICED 'HAT 7,330 QUTOF 10,725 REGSIERD BIDDERS HAD
PARIAPAIED IN HE TENDERNG PROCESS. HOWEVER 2,302 BIDDERS (31 per cent) HAD
PARIAPAIED ONY ONCE AND 1,141 BIDDERS (16 per cent) HAD PARIAPAIED ONY ™I(E
AND REMAINNG 3,887 (53 per cent) BIDDERS HAD PARIAPAIED MOE THAN ™(E
WHEREAS 3,395 BIDDERS HAD NOTPARIAPAIED IN ANY TENDERNG ACTVITY. DUE TO NON
DEPIOYMENT OF HE MODUE HE PARIAPATON OF PROSPECTVE VENDORS, 'O OBIAIN
COMPETTVE RAIES, (COUD NOIBE ENHANCED

FURHER THE (REDENTALSUCH AS REASIRATON MANUFACIURNG CAPATTY, QUAITTY CONIROL
SYSIEM, PASTPERURVIANCE, AFIFRSAIES SHRME AND HNANJAL BAKGROUND SUBMITED
AT'HE TME OF REASIRAION AS BIDDERS HAVE NOT' BEEN CAPTURED IN 'HE APPICATON
SOFWARE AS MASIERDATA AS ARESUT THE BIDDERS HAVE 1O SUBMITTHE DOOUMENS IN
EACH TENDER FOR VERHCATON AND 'THE CRGANISATONS HAD 'O VERFY THE SAME EAXH TME
RESUTING IN UNNBCESSARY DHLAY TN PROCESSING OF TENDERS AS SHOWNINPARA2 4.6 4.

>4 e-Auction: THE AUCION MODUE IS A FAQITTY THAT AIOWS SUPPIIERS TO DYNAMICALLY
QUFBID HER COMPETIORS WTHIN A TME-BAME SPEIHED BY A BUYING AGENCY. THE
ACTON MODUE WAS TO HAVE FAAIITES FORBOH BUYING (REVERSE AUCTON) AND SHIING
(FORWARD ACTIAN) OF GA0DS, WORKS AND SERVIAES. NONIMPIEMENIATON OF E-A UCTON
MODUE AHECIED HE PRBPECS (F OBIANNG HGHEST RAIES FOR SAE OF MAERAL
THROUGH ONINE ALCTONIN A TRANSPARRNTMANNER
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>4 Catalogue Management: IN THE CAINOGE MANAGRMENTMODUE, THE INFORMATON
ABOUT RAE CONRXCS NEGOTAIED BY 'HE GOVERNMIENT IS HOSED IN AN ONINE
ENVIRONMENT END USERS IN 'THE GOVERNMENT USE 'HE NEGOTAIED RAEE CONRACS AND
DIRRCIY PIAE ORDERS FORGOODS AND SERMES WH THE SUPPIIERCOMMINTTY. DUE O
NONDEPIOYMENT OF 'HE MODUE, THE BENEHT OF RAE CONRXCS NEJOTAED BY
GOVERNMIENTCOUD NOTBE DERVED 1O SAVE THE (OSTAND TME INVOIVED IN PROCESSING
OF ESHBIDS.

>4 e-Payment: THE E-P AYMENT RINCIONAITTY FAQITTATES ONINE TRANSHER OF RINDS BOH
INHOWS AND QUHOWS HAPPENING DURNG THE (OURSE OF PUBILC PROOUREMENT ACTMTY
COVERING TRANSACTIONS SUCH AS SAE OF TENDER DOOUMENTE, ONINE TRANSHER OF EARNEST
MONEY DEPCHIT(EMD), MAKING PAYMENE O SUPPILERY (ONRACIORS FORPURCHASE OF
Q008 AND COMPIETON OF WORKS. ANANYSIS OF THE DATA OF E-PROCUREMENT REVEAIED
HAT FEE AND OHER (HARESS WERE DEPOSITED BY THE BIDDERY SUPPIIERS OHINE BY
MISIING THE RESPECTVE TENDERNG CH(E DUE 1O NONPROMSION (F E-PAYMENT
GAEWAY THE AQESS 1O UNHINDERED SEOURED FAAIITY FOR E-PAYMENT OF TENDER HEE,
EMD ATTHE COMEORI AND EASE COF BIDDING FOM ANY PIACE (COUD NOTBE PROMIDED O
THE BIDDER FURHER THE MISITCF THE BIDDER FOR SUBMISSION OF TENDER FEE AND EMD
MANUALY, AFECIED THE RANSPARENCY AS THE (UILNION O VTAE TE TENDERNG
PROCESS COUDNOIBE RIED OUT

>4 Contract Management: THS MODUE (OVERS THE PROCESSES INGOIVED IN BEWEEN
[SSUNCE OF WO ORDER AND (OMPIETON OF THE WOK W'H AN OBIECTVE OF
MANRANNG AN OVERMEW CF HE WORKS IN PROGESS AND MON'TR AND MEASURE
PERORVANCE OF HE CONRACIOR THE MODUE HAS FEATURES FOR PROCESSING OF BIIIS
ASSOOAED WH THE WOK AREADY (OMPIEIED APPROVAL CF BIILS AND MAKING
PAYMENT'O HE SUPPIIERBY TRANSHERRING HINDS HOM THE GOVERNMIENTS BANK ACCOUNT
O THAT OF HE SUPPIESS ACCONT DUE O NONDEPIOYMENT OF HE MODUE, THE
PROGRESS OF WORK AND MON'TORNG OF PERRORVIANCE OF CONIACIORS AND ONIINE PAYMENT
CF BIIS 'O THE CONRCIORIN A TME BOUND AND TRANSPARENT MANNER (COUID NOT BE
ENSURED

THE NONPFOMSIONNG OF SEXMODUES LE - INDENITM ANAGEMENT VENDORM ANAGEMENT
EAUCTON CAIAOGE MANAGEMENT E-P AYMENTAND CONIRACTM ANAGEMENTAHECIED 'HE
HHAENCY AND BHECTVENESS OF TENDERNG PRXCESS AS INIEENDED CBJECTVES TOBRNG
BOONCOMY, TRANSP ARENCY AND REDUCTON GF TME IN ' TENDERCYAE (COUD ONLY BE AHEVEDIN
AIMITED MANNER

THE PRNOPALSBIREIARY (IT) WHIE AFPTNG THE SHORCOMINGS SIATED THATIN THE INTAL
PHASE OF THE PROBECT ONLY E-TENDERNG MODUE WAS MADE RINCITONAL AND ASSURED FOR
IMPIEMENIATON OF RESTOF THE MODUES IN AILHE IMPIEMENING CRGANIZATONS

2.4.7.2 Partial implementation of e-Tendering module

THE E- TENDERNG MODUE WAS DESIGNED TO HAVE FOTOWING HEATURES:
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e-Tendering sub module

Tender Tender Bid Bid Opening
Creation Publication Submission

Award of Negotiation
Contract

THE DEPARMENTUSERS, HAVING (REAICRRUES, BY [0GGING IN THE 'TENDERS PORIAL(REAEE THE
TENDER ONINE, (SING DIGTALSIGNAILRE CERTHCATES (DSCS) AND AUHORSED (REDENTALS,
THEN THE AUTHORSED DEPARIMENTUSERS HAVING PUBISHERROES VERHES THE (REATED TENDER
AND THEN PUBIISHES ITONINE THE BIDDER CONIRACIOR BY USING THERDSCS, SUBMIT'HE
BID ONINE AND UPIOAD AILTHE REQUIRED DOOUMENS BEFORE THE TME PEROD PRE-DEHNED IN
THE NOICE INVT'TING TENDERS. ON THE BID CPENING DAIE, 'THE DEPARIMENT USERS HAVING BID
CPENINGRJES, CPENY DHRYP'S HE BICS WH THHRDSCS. THE BID CPENING COMPHSES CF
FORSIAGSS LE TEEHNCALBID OPENNG TEOHNCALE VALATON FINANJALBID OPENNG
AND FINANJALE VAUATON ONCE THE (COMPARATVE (HARTTS GENERAED AND LI, L2, L3...

AR IDENTHED, THE L1 IS THEN CALED UPON FORNEGOTATON OR SAMPIE (HECKING THE IAST
SIE OF ETENDERNG WAS AWARD (F (CONRACT WHERE 'HE DEPARIMIENT USER UPIOADS THE
AWARD OF CONIRACTMENTONING THE HNALRATE WHICH IS HNAILSED WH THE SEIECIED BIDDER

AUWDTOBSERVED THATCF THE ABOVE (RTCALHNCIONS LE ONINE BID CPENING NBQOTATON
AND AWARD OF CONRACT WERE DONE MANUAILY BY THE USER CRGANISATONS WHI(H AHBCIED
THE TRANSPARENCY OF THE TENDERNG PROCESS

THE PRNOPAL SEREIRY (IT) SIAIED HAT RRQUSIEE (ORECTVE ACTON BASED ON ALDIT
HNDINGS WIILBE TAKEN

2.4.7.3 Non-framing of Act/ Rules for implementing e-Procurement Project

THE STAE GOVERNVENT HAD NOI' RAMED ANY ACT RUES KR IMPIEMENING HE
EPROOUREMENT IN THE STAE IN THE ABSENCE OF ACT RUES THE CRGANISATONS ARE NOT
BOUND O IMPIEMENT E-PROCUREMENTD IMPHCATIONS OF NONFRAMMING OF ACT RUES O
REQUAT THE E-PROOREMENTARE AS UNDER

* 64 QUTOF90 CRGANISATONS HAD NOTTMPIEMENIED E-P ROOUREMENTEVEN AFIERIAPSE OF
SIX YEARS.

*  HPSIDCL HAD OP'TED QUT'CF HE E-PROCUREMENTPORIAL( PROVIDED HEE OF (C8]) OF HE
STAE GOVERNMENT AFIER USING ITFOR FOUR YEARS KROM 2012-13 102014-15 AND HAD
SWTHED OVER(APRL2015) 10 HE SOFWARE DEVHOPED BY APRVAE HRM. AMODABIE
EXPENDITURE OF * 21.90 IAKH* WAS INOURED BY THE HPSIDCL THOUGH THE BAOIITES

14 ONE TME PAYMENT CF ° 11.50 [AKH AND RRARING EXPENDITURE OF © 10.40 LAKH AT A RAE CF
" 0.40 IJAKHPERMONHEOR26 MONIES FOM MAY 2015 TOJUNE2017.
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SUH AS EAUCTON RBQURD 1O BE PROMDED BY THE PRVAE HRM AONG W'H
ETENDERNG AND E-P AYMENTMODULE, WERE NOTPROMDED,

*  THE HESHOD IMITCF * 10 IAKH HXED BY STAIE GOVERNMIENT FOR E-TENDERNG WAS
NOT ADHERD O IN 78 CASES BY FOLR® QUT OF SEVEN SAMIPIED GRGANISATONS AS TE
TENDERS ABOVE ™ 10 LAKH WERE HOATED MANUALLY.

*  THE DIT WH(H IS THE NODAL DEPARMENT HAD ASSO HOATED SIX TENDERS MANUAILY
ABOVE HE HRESHODIIMITOF ™ 10 IAKHDURNG2011-17.

THE DIT INI'S RPLY SIAIED THATNO ACY RUES WHE FRAMED FOR E-PROCUREMENT AND
OROANISATONS ARE GOVERNED BY HIMACHAL PRADESH FINANJAL RUES FOR PROOUREMENT OF
A0, WS AND SERMES THE RPIY IS NOI' AXEPTABIE AS NO PROMSION KR
E-PROOUREMENTHAD BEEN MACE IN'HE HPFR, 2009 AND'THE ACY RUES SHOUD HAVE BEEN
FRAMED FOREHBCTVE IMPIEMENIATON OF THE E-PROOUREMENT

2.4.8 Operational issues

2.4.8.1 Implementation of e-Procurement without executing Service Level
Agreement

A SEHRM(E [EVELAREMENI(SLA) IS A (ONRACTBEWEEN ASERVICE PROVIDER AND THE END

USER THAT DEHNES 'HE IEVELOF SEM(E EXPECIED FOM THE SERM(E PROMDER CONSBQUENT

PON AFPIANCE OF PROECT PROPCBAIS SUBMITEED BY NIC, THE STAEE GOVERNMENT

IMPIEMENIED THE GEPNIC WHOUT EXBEUING 'HE SLA FOR MON'TORING COF DHIVERY OF

SERMICES. DUE TONON-EXBOUTON OF HE SLA ITWAS NOICGED INALDITTHAE

*  THE EPROOREMENT PRBCT WAS CONCHIVED FOR A PEROD OF HVE YEARS (2011-16).
NIC AND DIT WERE RSPONSBIE KR FORMUAION OF ROL OUT PIAN AFER 'THE
COMPIETION CF PIOT PROBECT PHASE THOUGH THE PEROD OF IMPIEMENIAION HAD
HAPSED IN 2015-16, THE ROL OUT PIAN WAS NOT PREPARED AND E-PROOUREMENT WAS
IMPIEMENIED ONIY IN 26 OUT' OF 90 ORGANISATONS AS 'THE DHIVERABIES WERE NOT'
DEINED INABSENCE OF SLA.

*  THE (BER RQUREMENT SPEOHCATON SOFWARE DESIGN DOOUMENT  HINCIONAL
REQUREMENT SPEIHCATON DOOUMENT BAK TP PAICY, DISASIFR RRCOVERY PIAN WERE
NOTPFOMDED BY NIC 'O STAE GOVERNMENIDUE 'O WHICH NH'HER THE MONTIORNG OF
THE E-PROCUREMENT WAS DONE NOR SEORTY OF 'HE DAIA IN SYSEM AND BURINESS
CONINUTY INHE EVENTGF DISRPTON (COUD BE ENSURED)

*  THE DIT WAS NE'THER PROMIDED ANY INDEPENDENT TOOL BY THE NIC 'O ROORD AND
MON'TOR HE DOWNIME OF THE SERVERNCRDID ANY SERVICE QUAITTY PARAMMETERS WERE
DEANED TO ENSURE AVAIIABIITY OF THE SI'TE FORTENDERNG ACTVITY.

*  THE PMU EORMUAID BY THE NIC WAS 1O PROMDE NEESSARY TRANNG 1O THE
CROANISATONS AND BIDDERS, AND MANPOWER SUPPORTFOR BEFFECITVE IMPIEMENIATON OF
E-PROOUREMENT THE PMU WAS DISCONINUED DURNG 'HE PERCD HOM 01 APRL2016
O 31 AUGRT 2016 DLE 1O WHI(H NO NEW CRGANISATON (OUD BE ADED UNDER
E-PROOREMENT AND NO TRANING WAS IMPARIED DURNG ABOVE PERCD FOR WHICH NO
ACTON WAS TAKEN ACANSTHENIC FORTHE IAPSE

15 DIT: SIX HPSEDCL: HVE HPTDCL: 32 ANDPUBICW (RS DEPARMENE 35.
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*  AS PERPROIBECTPROPCSALSUBMITIED (AUGST2010) BY NIC, THE APPIICATON SOFIWARE
WAS 1O BE ASOMISED AS PER THE REQUREMENS OF STAE GOVERNMENT FOR WHI(H
DOMAN EXPERT AND (HANGE MANAGEMENT GOLP WAS 'O BE FORMIED BY DIT IN
ONSUTATON WH THE CRANISATONS. A UDITNOICED THATNETHER THE DOMAIN EXPERT
AND (HANE MANAEMENT GOP WAS FORMIED NOR THE ASIOMISAION OF 'HE
APPIICATON SOFTWARE WAS DONE IN ABSENCE OF ANY SLA.

*  THE CHANE MANAEMENT PAICY WAS NOI' FORMUAED FURHER HOR MAKING
INBCESSARY (HANGES IN'HE APPIICATON SOFIWARE, NO AUHORTY HAD BEEN AUHORSED BY
THE STAE GOVERNVIENT A NAIYSIS OF THE DAIA REVEAIED THATCHANGES WERE MADE IN'HE
APPIICATON SOFIWARE OF E-PROOLREMENTON 10 OCCASIONS DURNG2011-17 BY HENIC
AS THE NODAL DEPARMENT (DIT) HAD NO ACESS ON THE APPIICATON SOFIWARE AND
DAMBASE  HOWEVER NODAL DEPARMENT HAD NOI' MANIANED ANY ROORD OF
THE (HANGSS MACE IN THE APPHCATON SOFWARE WHICH MAY (REAEE MAINIENANCE
ISSUES IN UIURE

*  THE MIIESIONES 1O BE AHEVED BY NIC FORIMPIEMENIATON AND MAINIENANCE PHASE
WERE NOT INKED 'O THE PAYMENS. AUDIT NOIGED 'HAT HE DIT RIEASED THE
ENIRE IMPIEMENIATON (OSTCF ™ 1.99 (RORE TO N ATONALINFORVIATCS CENIRE SERVICES
INCORPCRAIED (NICSI), DIRNG OCIOBERNOVEMBER 2010. HOWEVER HINB CF
T 0.61 GOE RMAINED UNSPENTWIH THE NICSI WP O JUNE 2014 DUE O PARIAL
IMPIEMENIAION OF THE EPROORMENT SOFWARE AS ONLY SEVEN OUI' OF 90
ORGANISATONS WERE COVERED DURING IMPIEMENIATON PHASE. INUDIAOLS RHEASE OF
RINDS IN ADVANCE HAD NOTONY RESUTED INBIOKING CF ™ 0.61 (RORE BUTASO RESUTED
IN IOSS OF INFRESTCOF * 0.17 CRORE'® (N UNUITIISED FUNDS KEPT OQUT OF GOVERNVIENT
ACCOUNTHOM NOVEMIBER2010 TOJUNE2014.

*  DUE 1O NONAVAIABIITY OF DOWNIME 108 OF THE SERVER OF THE NIC NO REPCRT
CONHRVIING THE DOWNIME 10GS WERE PRROUED D ALDIT

THE DEPARMENT SIAIED (APRL2017) THATNO AGEEMENTWAS EXBUED AS NIC WAS AISO
IMPIEMENING OHERIT PRYECS IN'THE S'TRIE. THE REPLY IS NOTAEPTABIE AS THE ROES AND
RESPONSIBITTES, TMEINES AND DHIVERABIES MUSTHAVE BEEN UARHED BY EXBOUING THE
SLA BEWEEN BOH THE PARITES FORSMCOOH IMPIEMENIATON OF E-PROOUREMENT HOWEVER
DUE O NONEXBUION CF SLA BY HE DIT, THE IEVELOF SHMES EXPECIED FOM THENIC/
INIERNET SERMI(ES PROVIDER (OUD NOI'BE AHEVED AND THE E-PROOUREMENT (OUD NOTI'BE
IMPIEMENIED BEHECIVELY. MORBOVER PENATTES FOR UNDER OR NON-PERCRVIANCE, [F ANY,
(OUDNOTBE IEVIED IN THE ABSENCE OF DEHNED SERVICE IEVELPARAMIETERS

THE PRNOPAL SEIEIARY (IT) AEPTED THE FACE AND ASSURED THAT THE MATER WIIL BE
TKEN (P W'H AL THE ADMINSRATVE DEPARMENS OF THE STAE GOVERNWMENT' AND
NECESSARY OROERS WITLBE ISSUED FOREHHECITVE IMPIEMENIATON OF E-PROOUREMENT ITWAS
AISO APPRSED HAT MATEER WIIL. BE TAKEN 1P W'H HPSIDCL AND ACION WIL BE TAKEN
ACORDINGY AND HRHER SIAIED THATMATIER WIILBE TAKEN TP WI'H THE C ABINETFORMAKING
NEESSARY BUDGEIARY PROVISION FOR EHECITVE IMPIEMENIATON AND ACTON WL BE TAKEN
WHREARDDSLA.

16 CAIAID ATTHE RAE CF 7.86 per cent KOR43 MONIHS BEING AVERAGE BOROWING RAEE COF HE STAE
GOVER\MENTFORTHE YEAR2010-15.
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2.4.8.2 Password policy management

THOUGH RBQUSITONED IN AUDT THE PASSWORD PAICY FORMUAIED, IF ANY, WAS NOT'
SCPPIIED BY 'HE DIT. THE GO HAD ISSUED PASSWORD POLICY WHI(H inter alia PROVIDES
THAT AIL USER IEVEL PASSWORD SHAIL BE (HANGED PERODICAILY (AT IEAST ONCE EVERY THREE
MONIHS) ANDTHE USERSHAILNOTBE ABIE O RE-USE PREVIOLS PASSWORD FURHER. THE CENRAL
VIQIANE COMMISSION (CVC) GUDHINES PROMDES HAT THE SENSITVE DAIA SHOUD BE
ENCRYPTED ORHASHED IN THE DAIABASE AND HIE SYSIEM. ANAIYSIS OF DAIA REVEATED THAE

*  FOR BOOVERY (F IOGN ID, A PROMSION OF HINT' QUESTON WAS DESIGNED IN THE
APPIICATON SOFWARE BUI'HE ANSWER'TO THE HINTQUESTON WAS NOTENRYPTED DUE O
WHIH A PERSON HAMING ACCESS 'O THE DAIABASE CAN VIEW THE HINT ANSWER WHICH CAN
BE MIS-UTIISED AND POSES ATHREATTO THE SEARTY OF THE DAIA

*  THE PASSWORD WAS (HANGED BY 3,151 USERS RANGNG BEWEEN TWO 'O 51 TMES
DIRNG 2011-17. AS THE HNT'QUESTON WAS NOI'ENCRYPTED, THE (HANGE OF PASSWORD
AND (RDENTALBY THE UNAUHORSED PERSONS AND THE BREACH OF SHOURTY OF THE USERS
DATA CANNOTBE RUED OUT' THE PASSWORD WAS NOTAHANGED EVENONCE BY 9,277 TSERS
HOM DAEE OF ENKOIMENT

THERE WAS NOHING ON R0ORD 'O SUSGESTTHATP ASSWORD PALCY FORMUAIED, TF ANY, BY THE
DIT, WAS SHARED WI'H HE USERS RESUTIANTY THEY WERE NOTCOMPLYING WH ANY PASSWORD
PAICY. FURHER HE IAK OF IMPIEMENIATION OF ANY PASSWORD POICY AS WHILAS IAK OF
ENCRYPTON OF USERDATA ATDAIABASE IEVHL, MADE SYSTEM VUINERABIE 10 BREACH OF SEOR'TY.

THE PRNOPALSEIFIARY (IT) ADMITIED THE FACE AND ASSURED TO IOOK INIO THE MATIER

2.4.8.3 Non-segregation of duties for e-Procurement system

THE STAE GOVERNMENTHAD GVEN DUTES AND HNANJALPOWERTO THE GHHOERS WORKING IN
IMPIEMENING CRGANISATONS. AS PER SYSIEEM DESIGN AND WORK HOW, EAH AND EVERY
OHUJAL BAD DIHERENT AXCESS RIES SUH AS SUIPER ADMIN SYSIEM ADMIN APPIHICATON
ADMIN NODAL OHAR PROOREMENT OH(ER ADMIN  PROOUREMENT OFH(ER  PUBISHER
PROCUREMENT OFH(ER OPENER. PROOUREMIENT GFH(ER EVAILATOR. ADMIN REPCRS, EIC, AND
THESE ROES WERE 1O BE PERORVIED THROUHIOGN ID ANDDSC OF HE CONCERNED GHHAERS
AUWDJTNOICGED THAE

*  THE NODALDEP ARIMENTHAD NOTTSSUED ANY NOTHCATON REGARDING ASSIGNING OF ROES
FORIMPIEMENIATON OF E-PROOUREMENT THE ROE OF SUPERADMIN SYSIEEM ADMIN AND
APPIICATON ADMIN WAS PERCRMIED BY THE NIC WHI(H IS THE VENDOR AGENCY KR
PFOVIDING OF E-PROOUREMENT APPHCATON SOFIWARE AND THE NODAL DEPARIMENT HAD
NHHR SED ABOVE MENIONED ROES NCR HAS AXESS ON THE DAA OF 'HE
E-PROOUREMENT

% THE NODALOFHERWAS DESIGNAIED BY HE IMPIEMENING CRIANSATON AND (RFAEED BY
THE NIC WHO (AN HRHER ASSIN THE RJE OF PROOREMENT OH(ER ADMIN
PROOUREMENT CH(ER PUBISHER. PROOUREMENT CH(ER CPENER AND  PROOUREMENT
OHEREVAILAICR TN SIX!7 ORGANISATONS, THE NODALOFH(ERHAD RURHER CREATED NODAL

17 INDUSIRES DEPARIMENT HP STAIE FORESTD EVHIOPMENT CORPCRATON LIMITED, TRRGATON AND PUBLIC
HEATH HP ARAIIURE DEVHCOPMENT SCAELY, HP BUS STAND MANAGEMENT AND DEVEIOPMENT
AUHXNTY AND DEPARIMENTOF INFORMATON T BCHNOIOGY.
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OHORORTHE SAME ORANSATON WHICH INDICATED THATMUTIPIE NODALOHHAERS CAN
BE GEAIED BY 'HE USER ORGANISATON AND THERE WAS NO PROMISION CGF VAIIDATON (HECK
IN APPIICATON SOFIWARE

*  SPEIHC DUIES FOR (REAING TENDER. TPIOADING OF TENDER. REIEASE OF TENDER. ISSUING
OF CORIGENDUM, OSING AND CPENING OF BIDS WERE NOTSPEIHED, AND MUTIPIE ROES
WERE ASSIGNED'TO'HE DSC HODERS. IN788 QUIOF812 GOVERNMENIUSERS, THE ROE OF
NODAL OH(ER. GHE ADMIN GHCE CPENER. GH(E  EVALATOR AND GHE PUBIISHER
WERE PERCRVIED BY HE SAME PERSON WHSAME IOQNID.

*  THE HPSIDCL HAD NOI' ASIGNED ANY ROES AND DUIES O IS SIAF AND THE
ETENDERNG ACTVITES'® WERE PERCRVIED BY TE DEPUED SIAF (OF TE PRVAE
OMPANY HROUHDSC OF HE SIHF OFHEHPSIDCL.

THUS, DUIES AND POWERS HAD NOI'BEEN PERORMIED BY THE GHHUALS AS PERSYSIEM DESIGN
AND THE WORK WAS HANDIED BY ONE ORTWO INDIVIDUAIS PERORMIING 'HE DIHERENT ROES
EXPOBING ASENSITVE SYSIEM TO IAK OF ACCOUNIABIILTY.

HPSIDCL SIAIED THATNO INSIRICIONS GUDHINES HAVE BEEN ISSUED AND ™WO GHHAALS OF
"THE (CORPCRATON HAVE BEEN INVOIVED IN AL THE ACTVITES FOM (REATON IO OPENING OF BIDS
AND'HHRDSC IS BEING USED BY HE DESIGNAIED EMPIOYEE OF THE PRVAE AGENCY.

THE PRNOPAL SEIEFIRY (IT) AASURD 'O TKE (P THE MATER W'H THE NIC KR
INCORPCRATION OF RBQUISTTE (HBCKS 'O ENSURE SEREGATON OF DUTES ATDIHERENTTEVHS.

2.4.9  Other issues

2.4.9.1 Negotiation with the bidders without justification

THE CENRAL VIGIANCE COMMISSION (CVC) GUDPHINES (OCIOBER 2005) PROMDES THAT
THERE SHOUD NOTI'BE ANY NEGOIATON NBEJOTATON IF AT AL, SHAIL. BE AN EXCEPTON AND
ONLY IN HE CASE OF PROPREIARY ITIEMS ORIN HE CASE CF TIEMS WI'H [IMI'ED SOURE OF
SUPPLY, AND NEGQOTATONS CAN BE RECOMMENDED IN EXCEPTONALARTUMSIANCES ONLY AFIER
DUE APPIICATON CGF MIND AND RECORDING VAIID AND IOGCALREASONS JUSTFYING NEGOTATONS

AUDTNOIGED THATIN SIX' QUTQF SEVEN SHECIED ORGANISATONS, THE NEGOTATONS WERE
HED WH THE IOWESTBIDDERS IN 115 CASES OUT'GF 240 TESFAHEKED TENDERS WTHOUT ANY
[OGCAL EASONS RCORDED BY THESE ORGANSATONS IN CONRAVENION (F THE CVC
GUDHINES. DUE O NEJQOTATON HHD W'H THE BIDDERS WTHOUT QUOING ANY JUSTHED
REASONS 'HE PCSSIBIITY OF SUB-SIANDARCS WORK. SUPPLY (COUD NOT BE RIED OUT AND
MAATON OF GUDHINES MAY RESUTIN UNEHCALACTTON ON'THE PARTOF USERDEPARIMENS

THE DIRSCIORIT SIKIED (MAY 2017) THATTHE NBGOTATONS WERE HEID W'H HE L-1 BIDDER
OVERHE TERMVIS AND (CONDITONS 'O MAKE THEM MORE SRNGENT THE DIRECIOR. INDUSIRES
SIAED (JUNE 2017) THATHE NEGOTATON IS DONE 'O RRDUCE THE QUOIED RAIES. THE REPLY IS
NOTACCEPTABIE AS THE NEJOTATON IS CONIRARY O THE PROMISIONS GFCV C GUDHINES ANDIN
THE ABOVE SAID CASES "THE REASONS FORHOIDING NBGOTATONS WERE NOTRECORDED:

18 CREATON OF TENDER. PUBIISHING OF TENDER  ISSUE (F (ORRGENDUM, OPENING OF HIGBIIITY BID, CPENING
CF TBCHNICALBID AND OPENING CF HNANOALBIDS.

19 DIT: O\ PWD: KOR HPSEDCL: SEVEN HPSIDCL: NNE HPTDCL: 21 AND INDISIRES
DEPARIMENE 73.
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THE PRNOPALSBIFIARY (IT) AAEPTED THE FACK AND ASSURED 1O IOOK INID THE MATIER AND
TOTAE APPROPRATE ACTON

2.4.9.2 Absence of internal control due to non-maintenance of registers relating
to e-tendering

FORADBEQUAIE INIERNALCONIROLIN HOATNG OF TENDERS, THE ORGANISATONS HAVE TO MAINIAN
ENDER RRASER THE FORMAT OF TENDER REGSIER FORM IS PRESCHBED IN THE QUAILTY
MANAFMENT SYSEEM FORMS AND FORMAT MANUAL OF HPPWD. THE DIT BHNG NODAL
DEPARIMENTFORIMPIEMENIATON OF E-PROCUREMENTIN THE STAEE WAS REQURED TO MANIAIN
THE DATA PERAINNG 'O THE TENDERNG BEING HHD IN EACH CRGANISATON FOR AACESSING
THE EEASBIITY OF IMPIEMENIATON OF EPROCUREMENT IN AL THE ORGANISATONS OF HE
STAIE GOVERNMENT

AUWDTNOIGD HAT DIT HAD NOIT MANAINED ANY DATA REGARDING 'HE TOIAL NUMBER OF
TNDERS HOATFD IN EAH ORGANISATON FURHER IN HVEY OQUT OF SEVEN SHECIED
ORGANISATONS, THE TENDER REASTERS WERE NOTMAINIAINED THE REASTERFORTENDERS HOAIED
ATE-INC IEVEL WAS THOUGH MANAINED, 'HE SAME WAS NE'THER MAINIAINED IN PROPER
FORM NORWERE AILTHE TENDERS ENEERED IN THE REGSTER DUE 'TO WHIAH THE ACTUAL TENDERS
HOAIED COUDNOTBE VERHED INALDIT

THE DIRECKR IT ADMITIED (MAY 2017) THAT HE CONSOIDATED DAIA IN RESPECT OF TOIAL
NUMBERCF TENDERS HOATED HAD NOTBEEN MANIAINED FURHER THE HPSEDC LIMITED AND
INDISIRES DEPARIMENT SIAIED (MAY-JUNE 2017) HAT THE TENDER REGSIER HAD NOT' BEEN
MANRAINED AND 'THE SAME WERE PROCESSED 'THROUGH CONCERNED HIES.

THE PRNOPALSBRERRY (IT) ADMITIED THE FACT AND SIATED THAT THE MATER WL BE TAKEN
P WH THE CONCERNED IMPIEMENTNG CRGANISATONS

2.4.9.3 Management of Earnest Money Deposit

AS PERRIE 106 OF HPFR, 2009, THE BIDDER HAD 1O SUBMITTHE EARNESTMONEY DEPCHIT
(EMD) AONGW'H EACH BID SUBMITIED BY HM. THE EARNESTMONEY OF THE UNSUQCESSHIL
BIDDERS SHAIL.BE REHUNDED AT'HE EARIESTAFIERTHE EXPIRY OF THE VAIDI'TY PERCD AND 'HE

EMD OFHE SUZESSHULBIDDERS SHALREMANIN THE CUSIODY OF THE PROOURING DEP ARIMENT
TR RHERPERCOD DEPENDING UPON THE NAIURE OF CONIRACT

AUDITNOTCED THATHE CONSOIDAIED RECORCS INSUPPORITOF HE EM D/ 'TENDEREEE AND 'TOIAL
NUMBER OF TENDERS HOAFD WAS NOT MAINIINED IN HV 2! QUT OF SEVEN SHECIED
ORGANISATONS DLE '© WHAH THE OIAL AMOUNT OF EMD - AND TENDER HEES RECHVED
REHUNDED AND RETAINED COUDNOTBE VERHED INALDI'T

HOWEVER ANAIYSIS OF DATA REVEAEED THAT AN AMOUNTCF ™ 19,297.19 (FORE WAS REHVED
AGAINST 14,337 WORK TIEMS HOM 50,506 BIDDERS IN 26 ORGANISATONS. THE AVIOUNT OF
EMD WAS CAPTURED IN THE DAIABASE BUT'THE BANK DRAFIS IN SLPPORTCF 'HE EMD WERE
RECHVED MANUALY IN THE (CONCERNED OHHOES. THOUH HERE WAS A PROVISION 'O CAPTURE
THE DEIALS OF RRND OF EMD IN 'HE SYSEM, THE AMIOUNT WAS NOT'ENIEERD IN 'HE SAID
(JLMN DUE O NONHEDING OF DAIA IN THE APPIICATON SOFWARE, THE ACTUAL AMOUNT

20 DIT, HPSIDCL, HPSEDCL, HPSCSCL ANDINDISIRES DEPARMENT
2 DIT, HPSCSCL, HPSEDCL, HPSIDCL ANDINDISIRES DEPARMENT
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RETAINED AND REHUNDED BY AILTHE IMPIEMENIING CRGANISATONS COUD NOITBE VERHED THE
OBIECIVES OF TRANSPARENCY AND EASE-CEUSE 'O THE BIDDERS (OUD NOT' BE AHEVED
BBCALSE OF NON-AVAIIABIITY OF E-P AYMENT'SERMI(ES FORTENDERHEEES ANDEMD.

THEDIT SIRIED(MAY 2017) THATMATER FORIMPIEMENIATON OF E-P AYMENTGAIEWAY WAS
RASED W'H THE NIC AND THE SAVIE WAS PENDING DUE 'O ISSLE OF SERM(E (HARES. THE
REPLY IS NOTAEPTABIE AS 'HE E-P AYMENT GAIEWAY SHOUD HAVE BEEN PROMDED IN TME

REGAROING NONMANENANCE OF RRCORDS THE HPSEDCL AND INDISIRES DEPARIMENT
SIAIED HATTHE EMD REGSIERWILBE MAINIAINED IN RUIURE AND NO REPLY WAS HRNISHED BY
THEDIT, HPSCSCL ANDHPSIDCL.

THE PRNOPALSBIREIARY (IT) ASO AEPTED THE FACT AND ASSURED O TAKE P THE MATIER
WHNIC T MAKE PRFOMSION IN HE APPHCATION SOFIWARE FORMANATEMENTCF EMD BY
IMPIEMENING THE E-P AYMENTMODUE IN THE NEARFUIURE

2.4.9.4 Splitting up of work leading to circumvention of e-tendering

TO OMPIEEE THE WORK IN ALRESPECTAND IN TMHY MANNERITSHOUD BE AWARDED AS PER
THE APPROVED ESIMAIED COSTAND 1O A SINGE PERSON THE WORK SHOUID NOTBE SPITUP 'O
AVODTHE PRESCRBED HRESHODIIMITCOF ™ 10.00 LAKH FORE-TENDERING

AUDITNOIAED THATTHE WORKS WERE SPIITUP INIO WO ORMORE PARS BY KEEPING 'HE VAILE
OF WORK IIEM IN A SINGE WORK IESS THAN THE THRESHOD IMITCF ™ 10.00 IAKHBY HPSIDC
LIMIED O AVJD E- TENDERNG AND 'THE FOLOWING POINS HAD EMERGED

*  SPRIALRPARAND MANIENANCE OF TOIETOF UDYOG B HAWAN SHIMIA WAS APPROVED
(DBEMBER2015) FOR™ 16.27 IAKH AND THE TENDERS WERE INV'ED BY REDUANG THE
ESTIMAIED COSTD ™ 9.06 IAKH THE WORK I'IEMS WERE RRHER SPIITUP INID EN PARS
KEEPING THE AMOUNTBHOW © 1.00 IAKH ITWAS RRHER NOICGED HAT ™MO O THEE
SAME BIDDERS HAVE PARIAPAIED IN AL THE TEN WORK TENDERS AND THE WORKS WERE
AWARDED O 'HE SINGE CONRACIORIN ALTHE TEN SPIITUP WORKS

*  SPEIALREPARAND MANIENANCE OF A YIRVEDIC HEATH CENIRE ATGONDPLRJ AICHAND,
UNA DISRCT WAS SANCIONED (SEPTEMBER2016) FOR ™ 19.26 IAKH THE WORK WAS
SPIIT P INO ™O PARS BY REDUAONG THE ESIMAED OOST 'O © 6.50 IAKH AND
*5.88 TAKH AND BOH THE WORKS WERE AWARDED (JULY AND SEPTEMBER2016) TO THE
SAME CONRACICRECR™ 8.10 IAKHAND™ 8.55 TAKH AGANSTTHE ESTMAIED (OST

THE HPSIDCL SIAIED THAT WORKS WERE SPIT TP DUE 1O TRENCY OF WOKS. THE FACT
HOWEVER RRMAINS THATTHE WORKS WERE SPIITUP 'O  RIUMVENTE-TENDERING AND DEREATNG
"THE OBIECTVES GF TRANSP ARENCY AND (OMPET TVENESS IN TENDERING PROCEDURES.

THE PRNOPALSBEREIRY (IT) ADMITIED THE FACTAND ASSURED HATTHE MATIER WIILBE TAKEN
P WHHPSIDCL.

2.4.9.5 Non-publishing of corrigendum

HPFRS PROMDE FOR PUBIISHING COF TENDERS IN THE OHHUAL GAETEE AND PRNTMEDIA THE
CVC GUDHINES PROMDES HAT ANY (HANE IN THE TENDER TERMS AND (ONDTONS,
SPEIHCATIONS AND TENDER OPENING DAEE BE NOTHED O AL THE BIDDERS SUHAENLY IN
ADVANCE OF THE REMISED TENDERCPENING DAIE
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AUDTNOIGED THATIN HVE? QUTCF SEVEN SHECTED ORGANISATONS, 216 CORRGENDA WERE
ISSUED BUI'HE SAMIE WERE NOT'PUBISHED IN THE MEDIA LE GFHUAL GAZETIE AND TEADING
NEWSPAPER

THS, NON-PUBIISHING OF CORRGENDUM IN THE MEDYA AND NON-PROMDING OF ADBQUAEE TME
O THE BIDDERS WAS IN CONRAVENION OF HE ibid PROMSION OF HPFRS AND CVC
QUDHEINES AND ASO DEPRVING OF THE PROSPECIVE BIDDERSS HOM PARIAPAION IN
TENDERING PROCESS COUID AISONOIBE RIED OUT

THE PRNOPALSBREIARY (IT) AEPTED THE FACS AND ASSURED 'O 100K INID THE MATIER AND
TAKE APPROPRAIE ACTON

2.4.9.6 Non-availing of benefit of Mission Mode Project

FORIMPIEMENIATON OF E-PROOUREMENT PROECTIN MISSION MQOEE PROBECT(MMP), GOI

PROPCSED (DBEEMBER2009) KR INBERAION (F EPROOREMENT PROESS W'H THE
(ENRAISED SERVER OF DIRECIOR GENERAL OF SUPPLY AND DISPCBAL (DGS&D). SCFIWARE
AREADY DEVHOPED BY NIC AND BARDWARY THCHNCALSUPPORICF DGS &D WAS CHHERRED IR
IMPIEMENIATON OF E-PROOUREMENT IN THE STAIEE FORTHS PURPCSE, HNANTJAL INCENTTVES

WERE AVATABIE ROM GOI IF RRQUREMENT OF FINDS AONGWTH ROIOUT ACTVITES WERE
SIBMITED TOGOT WTHIN45 DAYS HROM 'HE DAIE OF PROPCBAL

AUDT NOIAD HAT HE STAE INSTFAD OF SUBMITING THE PROPCRAL 'O GOI, CBIANED
(MARHJUNE 2010) PROPCRALS FKOM THREE G OVERNVIENTUNDERIAKINGS FORIMPIEMENIATON
F THE PROBECT THE PROPGRAIS (OUD NOT' BE IMPIEMENED MANY DIE 1O NON

(ONHRVATON OF APPHCATION SERVICE PROVIDER AND NON-RECHIPT OF COMMERJAL CHER
HOM THE UNDERIAKINGS. THE NIC WAS REQUESIED FOR IMPIEMENIATON OF E-PROCUREMENT
PROECT IN AUQSI2010. AN AMONT OF " 1.99 GOE WAS PAD (OCIOBER

NOVEMBER2010) TO NATIONAL INCRMATCS CENIRE SERMES INCORPCRAIED (NICSI) KR
SEIING UP OF PROIBECTM ANAEMENTUNT(PMU) AND PROVIDING TEOEHNICALSUPPORIO 'THE
IMPIEMENING ORGANISATONS. AUDIT OBSERVED THAT THE EXPENDITURE OF © 1.99 (GRORE?

INCURRED BY THE DIT FORSEIING P OF PMU AND PROVIDING TBCHNICALSUPPORTCOUD HAVE
BEEN SAVED HAD THE STAE ATHEPTED THE PROPCSAL OF THE GOI FOR INERAION OF
E-PROOREMENTPROCESS WH HATGFDGS &D.

THE DIRSCIRIT SIAIED (MAY 2017) THATPROPCSALCOUID NOI'BE SUBMITED 1O GOI IN'THE
HESTINSIANCE AS 'THE MATIER WAS TAKEN (P FOR SEEKING JARHCATON (FEBRUARY2010) ON
TERMS AND (ONOTIONS KR IBAE (F DGS&D DAIA NIRE 'O HOST EGOVERNMENT
PROOUREMENT APPIICAION THE REPLY IS NOT AACEPTABIE AS HNANCJAL INCENTTVES FKOR AIL
BACKEND FAAITTES AND TECEHNCALSUPPORI'WERE 'O BE PFOMDED BY THE GOI BY INIBGRAING
HHR EPROOUREMENT PROESS THROUGH THE DGS&D SYSEM WH(MH WAS O BE
IMPIEMENIED BY HENIC.

2 HPTDCL: HGE HPSEDCL: KIR HPSCSCL: HGE HPSIDCL: 195 AND INDISRES
DEPARMENE ONE
B OCIOBER2010: ™ 1.98 (RORE ANDNOVEMBER2010: * 0.01 (GRORE
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2.4.9.7 Shortfall in holding of meetings and non-formulation of policy decisions

THE COE COMMITEE WAS (ONSTIUIED (SEPIEMBER 2011) FOR IMPIEMENIATON CF THE
EPROOREMENT'WH(H WAS 1O QUDE THE SMOOH RJE OUT'GF GEPNIC BY TAKING SWIFT
DEAISIONS AND FOIOWING (P IMPIEMENIAION PIAN AT EAH SIXE FURHER AL PAICY
RIAIED DEISIONS SUH AS REMISION OF TENDERING RUES, ISSUE OF EXBOUITVE INSIRUCTONS,
VEIING (F SANDARD BIDDING DOOUMEND DRAFING AND SIGNNG OF MEMCRANDUM. OF
UNDESSIANDING (MQU) WTH BANKS WERE 'O BE TAKEN BY THE COE COMMITEE AND MEET
ONCE EVERY MONH DURNG INTALSIX MONIHS OF IMPIEMENIATON

AUOT OBSERED THAT AANST BQURD SIX MEFINGS AT THE INTAL SIXE OF
IMPIEMENIATON ONLY WO MEEINGS WERE HHD RESUTNG IN SHORFALL OF FOUR MEEINGS
(67 per cent). THOUGH THERE WAS NO MENION ABOUT'HE PERCDIATY OF HOIDING MEETNGS
AFERINTALPEROD OF SIX MONIHS, ONLY ONE MEEING WAS HHD BEWEEN FEBRUARY 2012
AND MARH 2017. IN HESE THREE MEEING, THE MATER REGARDING HXING OF THRESHOD
[IMI'S, PROVIDING "TRANING 1O USER CRGANISATONS AND BIDDERS HEIP DESK INOLNION OF AlL
HE E-PROOUREMENTMODUES, REGSRATON CF BIDDERS AND SENDING SMY EMAL AERT OF
PUBISHED "TENDERS AND INALSION OF IEFT OUT G OVERNMENT ORGANISATONS WERE DISOUSSED
NO DEISIONS THEREON EXCEPT IMPIEMENING THE THRESHOID [IMIT WAS AHEVED ITWAS
NOICED IN ADIT HAT FOR BEHECIVE IMPIEMENIATON OF E-PROOUREMENTTHE PAICY REHAIED
DEASIONS SUCH AS REMISION OF TENDERING RUES, ISSUE OF EXBOUTVE INSIRUCTONS, VETING OF
STANDARD BIDDING DOOUMENT DRAFITING AND SIGNING OF MOU WIHBANKS, EIC, COUDNOIBE
TKEN DIE 1O NONCONVENNG (F THE RRQURED MEEINGS  E-PROCUREMENT WAS NOT'
EHECTVHY IMPIEMENIED IN GOVERNMENT ORANSATONS. AS A RESUT OBIBCIVES OF
E-PROOUREMENT(OUD BE AHEVED INAIIMITED MANNER

THE PRNOPAL SHIFEIRY (IT) ACEPTED THE FAT AND ASSERED HAT ISSLE OF PROPER
PIANNING AND MANDAE 1O IMPIEMENT E-PROOREMENT WIIL BE TAKEN (P IN 'HE CORE
COMMITEE

2.4.9.8 Shortfall in providing training to the bidders

PARXRAPH 6.1 OF THE PROBCT PROPCSAL PROVIDES FOR NHCESSARY TRANING AND SUPPORTIN
EPROOUREMENT SYSEM O THE (ONCERNED STAE DEPARMENS AND BIDDERS. THOUGH
NEESSARY TRANING WAS PROMDED O CGHHUAS OF THE IMPIEMENING CRGANISATONS, SAID
TRANING WAS ONLY PFOVIDED 'O 259 (WO per cent) OUT' COF 11,911 REGSIERD BIDDERS
DURNG 2011-17, THIS, DEPRMING THE PROSPECIVE BIDDERS THE NEESSARY CAPATTY
BUIDING INE-PROOREMENT

THE PRNOPALSBIFIARY (IT) ACCEPTED THE FACT AND ASSURED FORCOMPIIANCE CF HE ALDIT
OBSERVATON

2.4.10 Conclusion

E-PROCUREMENT PROJBECT WAS NOT CONCHVED AND IMPIEMENIED IN THE S'TAE OF HIMAHAL
PRADESH PROPERY. THE MAIN DEHAENJES NOICED IN AUDITWERE

*  ONY ONE OUT'GF SEVEN MODUES ON E'TENDERNG WAS IMPIEMENIEED IN 26 QUT'GF 90
ORGANISATONS FOR ENDERSS ABOVE 10 IAKH EVEN IN HS MODUE HE (RIJAL
ACTVITES OF ONIINE GPENING CF BIDS, NEGOITATONS AND AWARD OF CONIRCS WAS
BEING DONE MANUAILY.
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k

BUSINESS RUES WERE NOI' (OMPIEHY MAPPED IN THE APPICAION SOFWARE IN
(RTCAL AEAS TIKE ADVANAONG THE TENDER SUBMISSION TME AND NON- PUBICATON
OF CORGENDUML

ITDID NOI'PROMOEE "RANSP ARENTBIDDING AS INSIANCES OF MUTIPIE BIDS HOM A SINGE
IP ADDRESS AND FORMATON OF CARIELS (COUID NOTBE CONIAINED,

INADBQUAEE MAPPINGOFDSCS WTHUSERID MADE SYSIEM VUNERABLE 'TO MISLSE

V AIDATON (HBCKS WERE NOT'DESIGNED PROPERY WHICH DIRSCITY AHBCIED THE INBRTY
OF DAIAINTHE SYSIEM.

BBECALRE OF DEHAENJES IKE NON-FRAMING OF RIES FOR IMPIEMENIATON OF PRBCT
NON-HNAIISATON OF SLAS WTH NIC, THE DESIRED [EVEL OF SERMICE WAS NOTENSURED
ANDNO EMEDIAL ACTON (COUD BE TAKEN

NONSEFERAION OF (RTCAL HNCIONS MAY [EAD 1O ABSENE OF (ONRJS
IRBGUARTES AND AHBCTDAIAINIBEHTY.

DUE O SEROBNESS OF HE DEHAENJES NOIGED ITIS APPARENI'HAT HE KEY OBIECIVE OF
TRANSPARENCY IN 'HE BIDDING PROESS INCREASED COMPETTON AND REDUCTON IN COST OF
PROOUREMENTCOUD NOTBE AHEVED

2.4.11 Recommendations
INTHE IIGHTOF THE ADTHNDINGS, THE STAIE GOVERNMENTMAY CONSIDERTHAE

*

SYSIEM DESIGN DEHAENJES SHOUD BE SETRGHT'BY RULMAPPING OF BUSINESS RUES
AND BMBEDDING OF VAIDATON (HECKS INIO THE SYSIEM TOMAKE ITRHIABIE

IN ORDER'D REAP 'HE BENEHTOF SYNERGY, AIL'THE MODUES MAY BE RULY DEPIOYED 'O
BRING OUT'IRANSP ARENCY, BOONOMY AND EHBCTVENESS IN PUBILC PROCUREMENT

ACT RIUES, SERMICE TEVEL AGREEMENT AND ROIOUTPIAN SHOUD BE PREPARED EXBUIED
FOR BEECIVE IMPIEMENIATON OF E-PROOREMENT IN AL THE CRGANISATIONS OF THE
STAE GOVERNMIENT

THE REQUIRED [EVELOF SERMI(ES EXPECIED HOM HE SERM(E PROVIDERMAY BE DEHNED
AND MBCHANISM 'O MONTIOR DHIVERY OF QUAILTY SERMICES SHOUID BE EVOIVED THROUGH
SERVICE LEVHLA REEMENT

AUESS ANRIS PASSWORD PAICY AND SEREGAION OF DUIES FOR EXBUION COF
ASSIGNED RIES SHOUD BE SRENGIHENED O ENHANCE 'HE RHIABITTY AND UIIIY OF THE
E-PROOUREMENTSYSIEML.

TRANNG PROGRAVIMES SHOUD BE CONDUCIED FOR PRSPECIVE ISERY BIDDERS O
ENHANCE VENDORP ARTAPATON FOROBIANING COMPET TVE RAIES

THE ADTHNINGS WERE REEERRED 1O HE GOVERNMVIENTIN AUGLST2017. REPLY HAD NOT
BEEN RECHVED (NOVEMBER2017).
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