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Pursuant to Headquarters' directions received vide mail dated 19.05.2026 and in
compliance with the Data Governance and Data Security Policy (Augusl 2024) ol the CAG oi
lndia along with the provisions ol the Digital Personal Dala Protection (DPDP) 4ct,2023, the
Pr. Accounlant General (A&E), Bihar, Patna has nominated the following oflicerdotf icials and
conslituled the Data Security and Governance Group ol this oflice, as detail below:

sl
No.

Profile
Name
Shri

Designation

01 Dala protection Officer D P Srivastava
DAG (Works, Accounts &
VLC)

02 DPDP Officer
Jitendra Kumar
Sinha

Data ManagerfuLC

DPDP Officer Manish Kumar Data manager/lTS
lT infrastructure
management

Sunny Prakash AAO/ITS

05
lT inlrastructure
management

Abhishek Kumar AAO/ITS

06 Cyber security Shakti Kumar AAO/GIA

07 Cyber security
Mantoo Kumar
Sinha

AAOA/LC

Further, the headquarters office vide its anolher mail dt. 19.05.4)26 has provided
with Standard Operating Procedure (SoP) on secure Data Sharing in IA&AD which is shared
with this office order to all the nominated members ol the Dala Security and Governance Group
for strict compliance wilh the Hqrs' instruction in matters relating to data sharing and
governance.

8!J'.1rif !Six, *,.^-",^
Ilfifr Gt6Gfliff ilGehera I

(Accounts, VLC and Works)

Copy lorwarded for information and necessary action to:
1. Secretary to the Pr. Accountant General (A&E), Bihar, Patna.
2. PA to DAG (Works, Accounts & VLC).
3. PA to Sr. DAG (Admin)
4. PA to Sr. DAG (Pension)
5. All nominated Officers/Off icials of the Data Security & Governance Group.
6. Sr. AO/ITS Cell (with a request to upload the order on the office website).,gt-

Sr. Accounts Oflicer
Dala Analytics Cell
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Fwd: [Cag-all-offices] Standard Operating Procedures for Data Sharing

AG AE Bihar Patna < agaebihar@cag.gov.in >

Tue, 19 May 2026 1:36:31 PM +0530

To

Cc

'Record section"<record.bih.ae@cag. gov.in>

"Santosh Kumar CAG'<kumars@cag.gov.in>,"Lokesh Datal"
<lokeshdatal@cag.gov.in>,"Omnkar K"<omnkar@cag.gov.in>,"Devendra Pratap
Srivastava"<srivastavadp@cag.gov. in>

O/o the Principal Accountant General (A&E), Bihar, Patna
Veerchand Patel Path, R. Block
Patna-800001

Forwarded message
From: B K Mohanty <mohanwbk@cag,gov. in>
To: "cag-all-offrces"<cag-all-offi ces@lsmguic.tu>
Cc: "Surjith K"<surjllhk@gag,govJn>, "Ajay Yeshwanth"<ajay.ysshyanth@sag,gelLio>.
"Chandersheel"<aao I cdma@cag.gov.in>
Date: Tue, 19 May 2026 12:53:42 +0530
Subject: [Cag-all-offices] Stan&rd. Operating hocedures for Data Sharing

Forwarded messge

All Heads of Field Offrces,

The Standard Operating Procedure (SoP) on Secure Data Sharing in IA&AD has been finalised and
is attached herewith for strict compliance.

2. The SoP is being issued in alignment with the Policy on Data Govemance and Data
Security and the provisions of the Digital Personal Data Protection Act,2023.lt lays down a
structured framework for data request, classification, approval sharing and handling, with
clearly defined roles of Data Owners, DPOs and CDPO.

3. It is reiterated that:

(i) , All data requ€sts shall bo processeC strictly through the
prescribed Annorure (attached) and no.data sha{l be accessed or shared without
due approval.

(iD Sharing of Sensitive Personal Information and Negative List
data shall require prior approval of the Chief Data Protection Offrcer (CDPO), in
this case DG (IS).

(iii) Data sharing shall be strictly on a need-to-know basis and
through secwe, authorised chanpels only.
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(iv) Data retention, archival and deletion shall be carried out
strictly in accordance with approved timelines and applicable rules.

4. All HODs in Field Audit and Accounts Offrces are requested to:

(a) Disseminate the SoP to all concemed officials and field parties;

@) Ensure active involvement of DPOs in all data and cyber security related matters;
(c) Put in place necessary intemal controls and monitoring mechanisms for

compliance; and
(d) Maintain proper audit trail ofall data sharing transactions.

5. Instances of data breach or non-compliance shall be reported immediately to this

ofiice and the CISO/CDPO.

B K Mohanty
ADAI & CTO cum CDPO

CAG-ALL-OFFICES mailing list -- cag-all-offices@lsmgr.nic.in
To unsubscribe send an email to cag-all-offices-leave@lsmgr-gie-in

1 Attachment(s)

Data Sharing - SoP.pdf
226.2 KA
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STANDARD OPERATING PROCEDURE (SoP) - SECURE

DATA SHARTNG (rA&AD)r

1. lntroduction:

This Standard Operating Procedure (SoP) is issued under the overall guidance of the Chief
Technology Officer (CTO), who is responsible for prescribing data access rules and
periodically reviewing existing controls to strengthen data protection measures across the
IA&AD as per 4.3(i) of Policy on Data Govemance and Data Security.

2. Scope:
2.1. Applicable to:

2.1.1. Data sharing between CDMA (HQ) and Field Offices
2.1.2. Data sharing between Field Offices
2.1.3. Data sharing between Field OIIices and Auditee Units

2.2. Covers:
2.2.1. Negative List: as pet 2.12 of Policy on Data Govemance and Data Security
2.2.2. Perconal Dota: as per 2.13 of Policy on Data Governance and Data Security
2.2.1. Sensitive Personal Information (SPI): as per 2.16 of Policy on Data

Governance and Data Security
2.2.4. Shareable datu: as per 2.15 of Policy on Data Govemance and Data Security

2.3. Key Functionary involved:
2.3.1. Chief Technologt Offtcer (CTO): as per 4.3(i) of Policy on Data Governance

and Data Security
2.3.2. Chief Data Protection Olficer (CDPO): as per 2.2,4.3(d) and 4.3(h) of Policy

on Data Govemance and Data Security
2.3.3. Data Protection OfJicer (DPO): as pr L7, a3(e), a.3(f) and a.3(g) of Policy

on Data Govemance and Data Security
2.3.4. Data Owner: as per 2.8,4.3(a), 4.3(b) and 4.3(c) ofPolicy on Data Govemance

and Data Security

3. Methodotogy for Data Request, Sharing and Retention
3.1. Data request shall be initiated by the requesting office through the prescribed

Annexure, clearly specifoing purpose, dataset and retention requiement; tro access

to data shall be aszumed or exercised at this stage.
3.2. The request shall be routed to the data providing offrce, where the Data Protection

Officer (DPO) shall examine the request for rncessity, pooportionality and purpose
limitation (refer Sections 4.3(g)(r, 4.6).

3.3. The classification ofdata (Shareable / Persoral Data i Sensitive Personal lnformation
/ Negative List) shall be determined solely by the data providing offrce based on
policy provisions (refer Sections 2.12, 2.13, 2.15, 2.16, 5(2)).

3.4. The request, along with DPO recommendations, shall be placed before the Data
Owner for approval. In cases involving Sensitive Personal Information or Negative
List data, prior approval of the Chief Data Protection Officer (CDPO) shall be
obtained (refer Secti o ns 4. 3 (b), 4. 4, 4. 6(i, ).
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3.5. No data shall be shared without completion of the above approval process (refer
Sections 4. 3 (b), 4.6(i, ).

3.6. Upon approval, the providing oflice shall prepare the dataset strictly limited to the

approved scope and ensure that only necessary and permissible data is included
(refer Sections 4.5, 4.6(i)).

3.7. Data shall be transmitted through authorised secure channels, duly encrypted and

access-controlled, and transfer details shall be recorded in the Annexure /reler
Section 6(i),6(iv)).

3.8. The receiving office shall access the data only through authorised systems and

strictly for the approved purpose; further sharing or duplication shall not be

permitted without fiesh approval (refer Sections 1.3(b)(ii), 6(x)).
3.9. The receiving DPO shall ensure conkolled usage, maintain audit trail ofaccess, and

enforce compliance with data security requirements (refer Sections a.3@)(ii), 6(v).
3.10. The DPO ofthe requesting office shall assess the extent of data to be shared with the

field parties or other concerned persons for processing of the data and prescribe
appropriate safeguards, including data minimisation, masking or anonymisation,
wherever required (refer Section 4.5 and 4.6 (i)).

3.11. Data retention shall be limited to the period approved in the request or as per

applicable rules, whichever is earlier, and shall be govemed by the Data Owner
(refer Section a 3 (b) (iit), 6(xii)).

3.12. Upon completion of the intended uSe, the receiving oflice shall ensure secwe
archival or deletion of data, and certi! disposal in accordance with prescribed
procedures (refer Section 6(vii)).

3.13. Storage of data on personal or unauthorised devices shall be avoided, and any

temporary storage shall be purged after transfer to designated systems (refer Sections

6(vii), 6(viii)).
3.14. All data sharing transactions shall be logged and periodically reviewed by the DPO

to enswe compliance with the Data Govemance and Data Seqrity Policy (refer
Sections a. 3 k) (vii), 6(iii)).

3.15. Any breach or deviation shall be immediately reported to the HoD and CDPO, and

necessary corrective action shall be initiated (refer Section 4.j(g)(viii)).
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Section-A : Requesting Offi ce

1. General lnformation*

Date of Request:
Requesting Office:
Division/Section:
Name & Designation of Officer:
Official Email ID:

Name of Dataset(s):
Time Period Coyered:
Ministry/Department Data pertains to:

2 Dataset Details*

Purpose and Justification*-t

a) Purpose of Data Request:

b) Specific Use Case (Auditi Analysis/Re*eareh):

c) Justification (Why data is required):

4. Data Security and Handling Assurance (By Requesting DPO)

Data will be:
o Used strictly for stated purpose

o Stored only in authorised systerns
o Not shared further without aprproval
o Archived or Deleted as per extant rules and provisions after the purpose

mentioned in 3(b) above is firlfilled.
Retention Period Requested:
Undertaking by Requesting Officer:
"I undertake to comply with [A&AD Data Govcrnance. Pblicy and DPDBAcI
provisions."

. Signature:

. Name:

il€ No. DACell/hqrs/2026-2027/os (Computer No. 49s3r6)



Section-B: Data Providing Office

a) Type of Data Requested (Tick as applicable)*:

E Shareable Data

D Personal Data

E Sensitive Personal Information (SPI)

E Negative List Data

b) Data Owner Approval (by DPO)*:

Approved / Rejected
Remarks/Conditions (if any)
Name & Signature:
Date:

c) CDPO Approval (if applicable):

Required for SPI / Negative List
Approved / Rejected
Conditions:
Name & Signature:
Date:

Mode of Transfer:
Date of Transfer:
Dataset Description:
Data Format:
Data Size:
Transferred to (Name, Designation, Email):
Transferred by (Name, Designation, Email): 

--

Transferor Signature:

i This annexure is applicable only to the item no. 2.1.1 and 2. t.2 of the SoP. The items with * are mandatory.

6. Data Transfer Details (To be filled post-approval)*
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5. Approval Section


