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Hqrs. office has observed through utilization metrics that the official laptops

provided to IA&AD personnel are, in certain instances, not being fully
utilized for their intended purposes.
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In light of the necessary guidelines received from Hgrs. office (enclosed), all

officials are hereby directed to ensure strict adherence to the following
instructions:
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Official laptops assigned to personnels must be brought to the office
daily These laptons must he reqularly used for all official work

2. OIETINIEN & SR IIfABR/FHRNT 397 ARHIRS ST fard ©F F orar qalr
SHTS H of ST | ST SUANT el RaTaNIer Gaet T4t il & forg & fpar S|

During audit engagements, officials must carry their Official laptops to
the auditee’s premises. These devices must be utilized exclusively for
all audit-related activities.
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Dependence on the auditee’s IT infrastructure, systems, or devices for
official work must be avoided. Any deviation under exceptional
circumstances requires due approval from the competent authority.
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Officials must connect their laptops only to the TAAD/NIC network,
wherever feasible. This is to ensure secure access to departmental
applications and to ensure adherence to prescribed IT security
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protocols.
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Further it is informed that usage of official laptops and connectivity 1o
the IAAD network will be periodically reviewed and nmnlloru(luhy the
CTO Wing at Headquarters, with a view Lo ensuring offective
utilization and compliance.
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Copy forwarded for information, necessary action, and dissemination among
officials posted in the sections:

1. WU FENETAR (araradian-1) SRaer, RER, yeA
Secretariat of PAG (Audit-1), Bihar, Patna

2. AECNITHR (eT@raien-1l) giearew, fagr, e
Secretariat of AG (Audit-ll), Bihar, Patna

3. Tt as ST HEIEIAR/SY HEoIETHR & Tiarer
Secretariat of all Sr. DAG/DAG

4. eI ¥ ug wRnfia aft alks eiaraian st ($7eT & e )
All SAOs posted in Hgrs (through email)
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Notice Board

6. 3MfABIRG JeTSe
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o "Cag-all-users"<cag-all-users@lsmgr.nic.in>,"CAG—ALL—OFFlCES"<cag-a|l-
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Kind Attention
Dear All,

It has been observed through utilization metrics that the official laptops provided to IA&AD
personnel are, in certain instances, not being fully utilized for their intended purposes. In some
cases, these devices are not consistently brought to the workplace or to the locations of audit
engagements, resulting in a reliance on alternate arrangements. Additionally, there have been
occasions where audit teams have depended upon the IT infrastructure and systems of the
auditec for carrying out audit-related tasks. While such arrangements may offer temporary
convenience, they may also give rise to avoidable declays, cyber threats, access-related
constraints, compatibility issues, and other technical challenges, thereby affecting the efficiency
of audit processes for both the auditee and the audit teams.

In view of the above, all officials are advised to ensure the following:

1. Official laptops assigned to them are brought to the office on a daily basis and are used

regularly for all official work.
2. During audit engagements, officials must carry their office laptops to the auditee’s

& premises and utilize them exclusively for all audit-related activities.

3. Dependence on auditee’s IT infrastructure, systems, or devices for official work should be
avoided, except in exceptional circumstances with due approval.

4. Wherever feasible, officials should connect their laptops to the IAAD/NIC network only
to enable secure access O departmental applications, data, and services, and to ensurc
adherence to prescribed I'T sceurity protocols.

5. In A&E offices, official laptops should be used in place of obsolete desktops for carrying
out VLC-related work, including pension, GPF, and other data analytics activities, so as to
ensure improved performance, standardization, and security.

These measures are intended to promote secure, standardized, and cfticient exccution of audit
functions, while reducing operational dependencies and associated risks.

It is also informed that usage of official laptops and connectivity to the [AAD network will
be periodically reviewed and monitored by the CTO Wing at Headquarters, with a view to
ensuring effective utilization and compliance.

All concerned are requested to take note of the above and ensure strict adherence.
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This issues with the approval of the competent authority.

Thanks and regards
Sushant Singh

Asst Administrative Officer
Information Systems Wing
O/0 CAG Of'India

9, DDU Marg, New Delhi

CAG-ALL-OFFICES mailing list - cag-all-offices@Ilsmgr.nic.in
To unsubscribe send an email to cag-all-offices-leave @Ismagr.nic.in
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