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Examination Win tt

Circular No. 0l of 2021
(Only for IA & AD)

No. 3 7/ l4-Exam/Syllabus Revision/2O18
Dated 9'r' February 2021-lo

Ileads of Department of IA&AD offices
(As pcr standard e-rnail list)

Subject: Revised Syllabus of C-6 paper of Continuous professional
Development Examination Stage-lII (CpD-If I)

Madarn/ Sir,

In paftial rnodification of Exarnination Wing Circular No.l7 of 2019

dated 27tr' August 201 9 regarding revised syllabus of RA and CpD

examinations. it is informed that with the approval of the cornpetent Authority

the syllabus fbr C-6, Information Systems Audit paper of Continuous

Professional Developrnent Examination Stage-lll (cpD-III) l.ras been revised.

The revised syllabus is enclosed herewith which will be applicable frorn the

Exanrination-l of 2021.

2. The syllabus of the other examinations/papers i.e., RAE, C-1, C-2, C-3,

C-4 and C-5 as published vide Circular No.l7 of 2019 ibid will remain the sarne.

Yours faithfully,

(NIani

L

h Ku nrar)
Director Ceneral (Eram)



Revised Syllabus of C-6 Paper, lnformation Systems Audit of CPD-lll
'I-o bc implemented w.e.f. Examination I of ZOZI

l. Information Systems Audit

l. l. lnformatiorr System Acquisition, Development and tmplementation
I l. Project Management- planning, execution, monitoring and closure
L2. Governance structure, roles and responsibilities
l 3 System Development Life Cycle (SDLC) phases

L4 Software Development methods
1.5. Hardware/ software acquisition processes and steps, Model RFP (MElTy)
1 .6. IT services management (ITSM)

L L 7. Business Continuity Planning (BCP)

1.2. Governance and Management of Information Systems
1.2 l. Overview of frameworks- CoBIT framework, ISO 27000 series (security), ISO

i8500 series (lT governance)

1.2.2.1T Act 2000 (and amendments) and rules issued thereunder
1.2.3 Aadhaar Act and Regulations issued thereunder
I 2.4. National Inlormation Security Policy and guidelines
I 2 5. Digital India programme and e-Kranti mission

1.3. lnformation System auditing process
I i l. 2020 CAG's Standing Order on Auditing in an IT Environment
1 3 2. Risk-Based lS Audit Planning
1.3.3. Types of Controls

1.3.3.1. Control objectives and measures
1 .3 .3.2. General and IS-specific controls

I 3 4 lS audit processes aclivities
L3 5 Data Analytics- CAATs, Continuous auditing techniques

1.4. Protection of Information assets
L4. I . Identity and Access Management
L4.2. Network and End-Point Security
1r4.3. Data Classifi cation
I.4.4. Data Encryption and Encryption-Related Techniques, Public Key lnlrastructure

(PKI)
1.4.5. Information System Attack Methods and Techniques, OWASP Top l0

vulnerabilities
I .4.6. Security Testing Tools and Techniques
1.4.7. Security Monitoring Tools and Techniques
L4 8 Incident Response Management

2. Suggested reading material/ references:
2. I CoBIT framework by ISACA; overview ollSO 27001 and ISO 38500
2.2. CAG's Standing order on auditing in l'l' environment
2.1 WGITA-IDl handbook on lT audit for Suprenre Audit lnstitutions
2 4 For 1.2, acts/ rules can be used for reading material.
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